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The Census Bureau may not 
“disclose the information reported by, or on 

behalf of, any particular respondent”

The Census Act (1976)



Raw data must ”be held confidential”; 
“not just the identity of the individuals.”

Even the master address file is confidential

Baldridge v Shapiro (1982)





Swapping (1990 – 2010)



2010 Reconstruction



[Source: Abowd’s Declaration]

Census’s match rate Ruggles-style baseline
[Source: My implementation of Ruggles’s 
method on AL data + eyeballing the y-axis]

Distribution of 
(age, sex, race, ethnicity)

Sample

D’’

Count matches 41%

ReconstructAggregate

D D’

Count matches 46%

From: Filings in Alabama v Dept of Commerce; Ruggles, Van Riper, “The Role of 
Chance in the Census Bureau Database Reconstruction Experiment”

2010 Reconstruction





Differential privacy

Output

Output

https://desfontain.es/privacy/differential-privacy-awesomeness.html



Differentially private
noise infusion

Post processing

TopDown Algorithm



TopDown Algorithm



TopDown Algorithm





https://www.census.gov/content/dam/Census/library/factsheets/2022/variability.pdf

Noise from TopDown is relatively small
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The quagmire



Option 0: Be the Census

From: Wright, Irimata, “Empirical Study of Two Aspects of the Topdown Algorithm Output for Redistricting: Reliability & Variability (August update)”



Option 1: A wrong, but useful model

• Noise Z ∼ 𝑁 !
"∗

added to counts in 
each county / tract / block
• Non-negativity + consistency
à Small counts biased upwards
à Large counts biased downwards

𝔼 𝑍! ≈ ".$
%

𝜌&'&,)'*+,- = 0.213à 1.73
𝜌&'&,,./), = 0.164à 1.97



Option 2: Demonstration data

2010 data

2010 data 
as published

2010 disclosure 
avoidance system

Demonstration 
2010 data

2020 disclosure 
avoidance system

• Descriptive statistics 
• Learn about (TopDown – Swapping)

• Redo prior analysis and compare
• Learn about effect of noise generally



Bias from non-negativity

From: Petti, Flaxman “Differential privacy in the 2020 US census: what will it do? Quantifying the accuracy/privacy tradeoff”
Kenny, Kuriwaki, McCartan, Rosenman, Simko, Imai.``The Use of Differential Privacy for Census Data and its Impact on Redistricting: The Case of the 2020 U.S. Census.''
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Mortality rates

Santos-Lozada et al, https://www.pnas.org/doi/epdf/10.1073/pnas.2003714117

We find that the implementation of 
differential privacy will produce 

dramatic changes in population counts 
for racial/ethnic minorities in small 

areas and less urban settings, 
significantly altering knowledge about 

health disparities in mortality.



Mortality rates

Santos-Lozada et al, https://www.pnas.org/doi/epdf/10.1073/pnas.2003714117

ln 𝑥

𝑈𝑛𝑖𝑓(±30)
𝑥



Population balance tolerance
for sampling district plans using DP data
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Solution: set sampling tolerance 
≈0.3% lower than policy tolerance

Kenny et al, https://www.science.org/doi/10.1126/sciadv.abk3283

Population-balanced redistricting

”Our analysis shows that the added noise makes 
it impossible to follow the principle of One 

Person, One Vote, ”

“We conduct our empirical evaluation under a 
likely scenario, in which practitioners, map 

drawers and analysts alike, treat these DAS-
protected data ‘as is’ as they have done in the 

past, without accounting for the DAS noise
generation mechanism.

https://www.science.org/doi/10.1126/sciadv.abk3283


Option 3: Try to run TopDown

Reconstructed
2010 data

ToyDown /
2018 TopDown Aggregate

From: Cohen, Duchin, Matthews, Suwal, “Private Numbers in Public Policy: Census, Differential Privacy, and Redistricting“



Measuring racial polarized voting (RPV)

Standard ecological regression
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% Hispanic Population
(Census data)

Support for Lupe Valdez in the 2018 
Governor election in Texas across 
the 827 precincts in Dallas County. 

Each dot is a precinct, and the blue 
line is the line of best fit.  



RPV with noise

Pink = Noised Numbers

% Hispanic Population
(Census data)
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Standard ecological regression

Support for Lupe Valdez in the 2018 
Governor election in Texas across 
the 827 precincts in Dallas County. 

Each dot is a precinct, and the blue 
line is the line of best fit.  



Accounting for small precincts
Filtering precincts with < 10 votes

(24% of precincts!)

% Hispanic Population
(Census data)
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Standard ecological regression



Accounting for small precincts

% Hispanic Population
(Census data)
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Standard ecological regression Filtering precincts with < 10 votes



Option 4: Go straight to the policy question

From: Steed, Liu, Wu, Acquisti “Policy impacts of statistical uncertainty and privacy”
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Race-weighted misallocation per eligible child ($)
[edited, partial figure]









Legal question 1: 
Was swapping private enough?
• Law 
• The Census Bureau may not “disclose the information reported by, or on 

behalf of, any particular respondent”

• Alabama
• “there is not a single documented case of anyone outside the Census Bureau 

revealing the responses of a particular identified person in public use 
decennial census”

• Census Bureau
• “swapping and top and bottom coding applied at the level used in the 2010 

census are insufficient to prevent re-identification given the ability to perform 
database reconstruction and the availability of external data."



Legal question 2: 
Does TopDown violate “one person, one vote”?
• Law

• Congressional districts ”as nearly of equal population as is 
practicable”
- Reynolds v Sims (1964)

• Alabama
• "Congressional districts drawn from the demonstration 

data would likely violate one-person, one-vote"
• Census

• "[T]he ‘good-faith effort to achieve population equality’ 
required of a State conducting intrastate redistricting does 
not translate into a requirement that the Federal 
Government conduct a census that is as accurate as 
possible." - Wisconsin v New York (1996)



Legal question 3: 
Is TopDown an illegal “statistical method”?
• Law
• "the term ‘statistical method’ means ... [any] statistical 

procedure ... to add or subtract counts to or from the 
enumeration of the population as a result of statistical 
inference"

• Alabama
• "Privacy is introduced ... by introducing random error through 

sampling from statistical distributions.... These random draws 
are then added or subtracted to the actual observations..."

• Census
• DP not "a result of statistical inference", and "thus unlike the 

sampling" at issue in precedent



Translation: 
Census wins



The outcome had little to do with DP

Alabama needs standing to sue

● Injury in fact
● Traceable
● Redress
● Right of Action

Do individual voters have standing?
● Some voters’ power diluted, some amplified
● Catch 22: Can’t know which is which.



Future directions

• More work (empirical + 
theory) needed on…
• Reconstruction & privacy
• Downstream policy impacts
• ”Noisy measurement files”

• What’s next from Census?
à Next talk!


