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Privacy in ML and Statistics

Population P Sample X Conclusionsabout P
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Samples are

people with
sensitive data

Goal is to learn about the population while

respecting
the privacy of the sample



Privacy in ML and Statistics

Population P Sample X Conclusionsabout P
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Samples are t.at
I Inethdgyaai Privacyattacks

Many natural statistical methods reveal a lot of

information about the individuals in the sample

Reconstruction attacks DN03

Membership inference Homer 108 DSSUV 15 555516

Extracting memorized data
CLEKs 19



Differential Privacy Brinson

Dataset X Mechanism Conclusions
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attacker can infermuch aboutyoubecauseyou were sampled

iby

IP MNET EEIP MIX ET S
Ex 8 2

60



Private Statistical Queries

jpg
distribution P over una U tied

queries 9 q 3d 113

g P glx Q P a P ace

dataset X X Xn drawn iid from P

Goat Given queries qi qu design an es de

estimate M such that forall distributors Power U
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Private Statistical Queries Algorithms
Non private baseline

M X QCX Empirical Mean

N O I samples suffice

Private baseline GaussianMechanism DN03,004 BDrinos
DMNSOG DKMAN06

M x Q X NCOs D
Noisy empirical

mean

NOCK samples suffice
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Private Statistical Queries Algorithms
Wave 1

a differentially privatealgorithm with

sample complexity n 8 k runningtimepolyg
Wave 2
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a differentially privatealgorithm with

sample complexity n Old runningtimepoly 423



Private Statistical Queries
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Research Thnst when can we improve the

Research Thrust2 When can we improve the

computational complexity for simple
families of queries



Private Statistical Queries Marginals

m way marginals
aka moments parities

gs seeds
Islam

9s P tip Ets Xi d queries

mym yy

Old samples ad timeGaussian Mechanism

TanhantcedMecs Old samples 2d time



Private Statistical Queries
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gj ftp ately estimating magma's or
give evidence

of computational hardness

I I will take you out
for AYCE sushi



Learning Based Mechanisms GHRull HRs 12 Tavis

f Q E 1,1 f g q
P

p D

Try to learn f fromexamples
1 choose random Q E Q error proportional to Q'I

2 Use Gaussian mechanism to obtain p forgt
3 Fitafetionfert so that f g a flap for qt Q
Ieadomptatnalompexity
depends on A

Non trivial algorithms E.g ne do samples Tuvia



Learning Based Mechanisms GHRull HRs 12 Tavis

For m
way marginals

the learning problem

is

nÉÉÉÉ E I Xie
ii
of rank I m tensors

Thy Old entries are enough for tensor completion

ThIBM's Assuming hardness of refuting 3 XOR any efficient

algorithm for 3 terror completion requires a d entries

Efficientprivate algs in this framework need r d samples



The Projection Mechanism NT 213

a QIP for

My

k at R some Power 3d

polytope w 2d vertrees
9

1 y Q X is the sample mean

y 2 Y Q X NCO IkxK

y 3 y argpien p 5112

gaussian width of k requires 2d time
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The Projection Mechanism NT 213

a QIP for
K at IR some Power Iid

t.IE
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i
KE k

y K admits efficient projection

K has small Gaussian width

There is a poly time SDP algorithm for
optimal for m 2

m way marginals using Old samples



Private Marginals
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ResearchThnst3 Find computationally efficient

algorithms for privately estimating marginals
or

give evidence
of computational hardness



Why Are We Stuck

Andre We used up all the cryptography

Answered We dont really understand how

privacy
restricts algorithm design

Population P Sample X
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t eg a statisticalquery
oracle



What I Haven't Talked About

sample I of fake data

such that 11 Q x Q X la e too

Sample X
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What I Haven't Talked About

IIITITethanettiser tell us which queries
they need answered

User

ÉÉ3ÉÉÉÉ an
antenna P

Thmfur
Any polynomial time private algorithm that answers

k arbitrary queries
needs FC k samples



What I Haven't Talked About

Efgfa.ie iesimhmae in time payed
e.g all m way marginals in poly dm

time

Sample X Oracle for Q
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What I Haven't Talked About

Connectionstorob gay
f

0209 et seq
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Differential Privacy strong Robustness

But we're often in a regime where

standardrobustness is tractable
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