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THE FUNCTION CLASS: COMPUTE-AND-COMPARE PROGRAMS

POINT FUNCTIONS

PF[α](x) = {1 if x = α
0 otherwise

PF[α] ≡ F[Id, α]

P(x1, …, xn) = (x1, x5, x7)

f ≡ F[P, α]
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THE FUNCTION CLASS: COMPUTE-AND-COMPARE PROGRAMS

Every function parameterized by
program P and strings α, msg
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P P(x) ?= αx
msgyes
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SECURITY
For randomly chosen ↵

Obf[P, α, msg] hides P, msg

P, msg

α :  random string 

Obf[P, α, msg]
Obf[#, #, #]

Guess

lock
lock must be long enough

Single bit lock?

P = all accepting prog.

If ↵ = 1, adversary can distinguish
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Upgrading security

• Making encryption 
schemes anonymous

• Witness enc. -> IO for 
rejecting programs

• Making secure sketches 
private

Replacing IO with LO

• Circular security 
separations

• Random oracle 
uninstantiability results



LOCKABLE OBFUSCATION: APPLICATIONS

Anonymous encryption schemes 
[Bellare, Boldyreva, Desai, Pointcheval 01]



LOCKABLE OBFUSCATION: APPLICATIONS

Anonymous encryption schemes 
[Bellare, Boldyreva, Desai, Pointcheval 01]

pk

The topic of indistinguishability obfuscation has received an tremendous amount of attention from the
cryptographic community over the last several years. Initially, the concept was introduced by Barak et al. 

[BGI+01, BGI+12] as an possible alternative to the notion of virtual black box obfuscation which they showed 
to be impossible to achieve for some functionalities. However, the concept indistinguishability obfuscation did 

not receive much immediate attention since (1) there were no such obfuscation candidates at the time and (2) 
the perceived lack of applications due to the fact that it only guaranteed security between two functionally 

equivalent circuits.
In 2013, two works in the literature addressed these questions. First, Garg et al. [GGH+13b] provided

the first indistinguishability obfuscation candidate using the Garg, Gentry and Halevi [GGH13a] multilinear 

map candidate. Then Sahai and Waters [SW14] introduced the “punctured programming” methodology for 
building cryptographic primitives from indistinguishability obfuscation which was used in their work and 

several subsequent works to resolve many open problems in cryptography.
When the potential of indistinguishability obfuscation was exposed, attention naturally moved to establishing 
security of obfuscation candidates since the original work of Garg et al. [GGH+13b] only provided a heuristic 

argument of security. Initial work in this line attempted to prove security under certain multilinear map models 
or assumptions [BGK+14, BR14, PST14, GLW14, GLSW15]. However, the security guarantees delivered 
from such proofs could only be as strong as the underlying multilinear map candidates [GGH13a, CLT13, 
GGH15, CLT15] which have been under a steady stream of cryptanalysis (see e.g. [CLT14, CHL+15, 

CGH+15, BGH+15, CLLT16, CLLT17, BWZ14, HJ16, Hal15, CFL+16, MSZ16, CJL16, ADGM16] and the 

references therein). To combat this there have been new multilinear map candidates proposed as well as 
models meant to capture most existing attacks [BMSZ16, GMM+16]. While these techniques present progress 

in defense against currently known cryptanalysis, it is unclear whether they can be connected to standard 
assumptions. Another set of works [BV15, AJ15, AJS15, Lin16a, LV16, Lin16b, AS16] have shown

connections between certain types of functional encryption schemes and indistinguishability obfuscation with 

results showing that a constant degree multilnear maps combined with a constant depth PRG give 
indistinguishability obfuscation.

In this paper we approach the problem of achieving provably secure obfuscation from a different direction. Our 
philosophy is to anchor ourselves to the Learning with Errors (LWE) assumption and explore what applications 

and forms of obfuscation are achievable. Here we propose and define a new form of obfuscation that we call 

lockable obfuscation for which we give a construction that is provably secure under the LWE assumption. In 
addition, we show several applications of lockable obfuscation that were only known to this point under 

indistinguishability obfuscation.
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Run program with input = sk
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Security proof: sketch
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EVEN ADVANCED ENCRYPTION SCHEMES CAN BE MADE ANONYMOUS  
USING LO.

Attribute Based Encryption 
[Sahai,Waters 05]

Broadcast Encryption 
[Fiat, Naor 94]
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PREDICATE ENCRYPTION

m policy fct = sk{x1} sk{x2} sk{xq}. . .
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If f(xk) = 0 for all k, 
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OBF( )
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C̃ . . .
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C̃(x) = 1 ⟹ ∏ Bj,xj
= Pacc
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1
1

1
1
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. . . . . lock α
. 
.

. 

.

BP1 BPm

Obfuscate: 

Evaluation on x :  Output 1 iff BPi(x) = αi for all i .

Security : Obfuscation hides all BPi
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3-STEP RECIPE FOR OBFUSCATING
(BP1, …, BPm, α)

∑
i

Mi,αi
= 0. Eval of encodingi on x ≈ Rx ⋅ Mi,BPi(x)

Evaluation on x : 

Encodingi ⟶ ≈ Rx ⋅ Mi,BPi(x)

Output 1 if the sum is small.

if BPi(x) = αi for all i

≈ Rx ⋅ Mi,αi

≈ ∑ Rx ⋅ Mi,αi

= Rx ⋅ (∑ Mi,αi)
= 0
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SECURE CONSTRUCTION: 

Di,b = A−1
i−1 ((Bi,b ⊗ Ri,b) Ai + noise)
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A−1
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M1
⋮
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D2,0

D2,1

Ri,b : random low norm
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B1,0 ⊗ R1,0

B1,1 ⊗ R1,1

B2,0 ⊗ R2,0

B2,1 ⊗ R2,1

GGH15 Matrix Secrets

D1,0

D1,1

D2,0

D2,1

GGH15 Encodings

A−1
2
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⋮
$
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SECURITY LEMMA: 
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If M0, M1 are random, then 

≈
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Random  
low norm 
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⋮
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D2,1

≈

A0

D1,0

D1,1

D2,0

D2,1

A−1(uniform) ≈ random low norm
[GPV 08]
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Permutation LWE  

[Canetti, Chen 17]

P: Any Perm. Matrix

(A , (P ⊗ R) ⋅ A + noise)

(A , U)
≈

A , U: uniform
R : small entries

A1 A2

A3 A4
([0 1

1 0] ⊗ R) = [R ⋅ A1 R ⋅ A2
R ⋅ A1 R ⋅ A2][1 0

1 0]
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D2,0

D2,1

D2,b = A−1
1 ((B2,b ⊗ R2,b) A2 + noise)
D2,b = A−1

1 ( random)
≈

≈
low norm random

[GPV 08]
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3-STEP RECIPE FOR OBFUSCATING
(BP1, …, BPm, α)

Choose 2m random matrices Mi,b s.t. ∑
i

Mi,αi
= 0.

Output all encodings.

For each i,  'encode' BPi : Mi,0 : Mi,1 .

Encodingi hides BPi

Evaluation of encodingi on x outputs  ≈ Rx ⋅ Mi,BPi(x)

 needs random Mi,0, Mi,1

Can use Leftover Hash Lemma if 
m > poly(input length, BP length)
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m bits
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Obfuscate: 



Output length  > poly(input length, BP length) ?

lock α ∈ {0,1}m

m bits

C

Obfuscate: 

lock PRG(α) ∈ {0,1}m′�

PRG

C

Obfuscate: 



LOCKABLE OBFUSCATION: CONSTRUCTION

STEP 1: Lockable Obf. for NC1

STEP 2: Bootstrapping 
            LO for NC1 + FHE         LO for P/poly 

* FHE with NC1 decryption
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?
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Replacing IO with LO

• Circular security separations

• Random oracle 
uninstantiability results

LOCKABLE OBFUSCATION

LEARNING WITH ERRORS 

Upgrading security

• Making encryption anonymous

• Witness enc. -> null IO

• Private secure sketches
• CCA vs FE upgradability 

[BKSW18] 

Zero knowledge

• 3 round weak ZK 
[BKP19]

• Constant round post 
quantum ZK [BS19]

• Mixed Functional Enc 
[CVWWW18]
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OPEN PROBLEMS

‣ More applications ?

‣ Allowing some auxiliary information on lock/circuit/
message?

‣ Obfuscation for other evasive circuits?



Yilei’s talk on ‘Lattices, Multilinear Maps and Program Obfuscation’

https://simons.berkeley.edu/talks/advanced-lattice-based-cryptography-fhe-abe-etc-0
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LOCKABLE OBFUSCATION: BEHIND THE SCENES

GSW13 Homomorphic Enc

GGH15 Multilinear maps
2-circular security separations 

[BHW15]

n-circular security separations 
[AP16, KW16]

bit-circular security separations 
[GKW17a]

Private constrained PRFs 
[CC17]

Lockable obfuscation 
[GKW17b, WZ17]

Obfuscating Conjunctions 
[BVWW16]

THANK YOU!!


