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What functions can be
obfuscated using standard
assumptions (e.g. LWE) ?

Prior Works: VBB Obfuscation for simple
function classes.

Point Functions [C97, ... ]
Hyperplanes [CRV09]
Conjunctions [BVWW16, ...]

Today: Compute-and-compare programs
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Every function parameterized by

program P and string a

F[P, o]

~

~

POINT FUNCTIONS

PF[a](x) = {1 ifx=a

0 otherwise

PF[a] = F[ld, o]

~

~

—

CONJUNCTIONS

f(xl, ...,Xn) =X1 /\XS/\X_7

P(xy, ..., x,) = (xq, X5, X7)

a =110
f=F[P,a]

~

J
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4 R

Every function parameterized by

program P and strings @, msg

F[P,a, msg]
e msg
oY
X P(x) = a "
% O
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lock

SECURITY

For randomly chosen @
ODbf[P, a, msg] hides P, msg

P, msg

<

random string

ODbf[P, a, msg]
Obf[#, #, #]

>

&

Guess

< Y,

lock must be long enough

Single bit lock?

S

P = all accepting prog.

<

L &

If « =1, adversary can distinguish
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Upgrading security

» Making encryption Replacing 10 with LO
schemes anonymous

* Circular security

* Witness enc. -> 10 for .
separations

rejecting programs

e Random oracle

* Making secure sketches , S
uninstantiability results

private

LOCKABLE OBFUSCATION

LEARNING WITH ERRORS
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Anonymous encryption schemes
[Bellare, Boldyreva, Desai, Pointcheval 01]

Does adversary learn this message is for pk,?
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(Enc, Dec) —- (Enc-anon, Dec-anon)

msg

sec. key ciphertext

Enc-anon(m, pk) )

Choose random string a. ct = Enc(a, pk)

-

kOutput ODbf[P, a, m] as anon. ciphertext )

Dec-anon using sk

Run program with input = sk

~

J




ANY ENCRYPTION SCHEME CAN BE MADE ANONYMOUS USING LO.

(Enc, Dec) —- (Enc-anon, Dec-anon)

: Enc-anon(m, pk) \

Choose random string a. ct = Enc(a, pk)

Anon. ct: Obf[P, o, m]




ANY ENCRYPTION SCHEME CAN BE MADE ANONYMOUS USING LO.

(Enc, Dec) —- (Enc-anon, Dec-anon)

-

Enc-anon(m, pk) )

Choose random string a. ct = Enc(a, pk)

Anon. ct: Obf[P, o, m]

Why decryption works




ANY ENCRYPTION SCHEME CAN BE MADE ANONYMOUS USING LO.

(Enc, Dec) —- (Enc-anon, Dec-anon)

-

Enc-anon(m, pk) )

Choose random string a. ct = Enc(a, pk)

Anon. ct: Obf[P, o, m]

Why decryption works

P(sk) = a




ANY ENCRYPTION SCHEME CAN BE MADE ANONYMOUS USING LO.

(Enc, Dec) —- (Enc-anon, Dec-anon)

-

Enc-anon(m, pk)

~

Choose random string a. ct = Enc(a, pk)

Anon. ct: Obf[P, o, m]

Why decryption works

P(sk) = a

ODbf[P, a, m](sk) = m
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EVEN ADVANCED ENCRYPTION SCHEMES CAN BE MADE ANONYMOUS
USING LO.

Broadcast Encryption
[Fiat, Naor 94]

Attribute Based Encryption
[Sahai,Waters 05]
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msg m, policy f

( SETUP ]_. ok { ENCIl?YPT ]
! }

msk ct
( KEYGEN ]_> sk{x} 4{ DECRYPT )
attrx y

If f(x) =1,theny=m
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L OCKABLE OBFUSCATION: BEHIND THE SCENES

2-Circular Security Separations
[Bishop, Hohenberger, Waters 15]

n-Circular Security Separations
[Alamati, Peikert 16; K, Waters 16]

Bit Circular Security Separations
[Goyal, K, Waters 17a]

Lockable Obfuscation
[Goyal, K, Waters 17b; Wichs, Zirdelis 17]
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OBF() : Obfuscator for NC! (ENC, DEC, EvAL) : FHE scheme

4 N

s OBF(- a>

ODbf. of Dec ckt with lock «

\_ J
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Obfuscation of C: ENc(C, sk) OBF(- Oé)

Evaluation on input x:

m. Eval.
ENC (C, SK) L» ENC (C(x), SK) —>» OBF(- Oé)

lqu(x):a

0 otherwise
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Obfuscation of C: ENc(C, sk) OBF(_ CM)

N\
N\

SeCU rity: Security of OBF

- )

N\
N\

Security of FHE

ENC (#, SK) OBF(“ ﬂ)
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STEP 2: Bootstrapping
Q LO for NC1' + FHE — LO for P/poly

* FHE with NC' decryption
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C, C, lock a
Permutation Matrix Branching Program
Bl,O Bz,o BZ,O
Ct = ® o o
Bl,l B2,1 Bl,l
C(X) =1 — H Bj,xj = Pjec
Cx)=0 = H B. =1
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C, o lock a
Permutation Matrix Branching Program
Bl,O BZ,O BZ,O
Ct = ® o o
Bl,l B2,1 Bl,l
C)=1 = H =P,.. | - |
Cx)=0 = H =1



K BP;

BP,

lock a

J

Evaluation on x : Output 1 iff BP (x) = o; for all ;.

Security : Obfuscation hides all BP;
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(BP4,...,BP,,, a)

Choose 2m random matrices M, , s.t. Z M;, =0.
For each i, 'encode’' BP;: M;,: M, .
Encoding. hides BP;

Evaluation of encoding. on x outputs ~ R - M, pp

Output all encodings.
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3-STEP RECIPE FOR OBFUSCATING
(BP4,...,BP,,, a)

Choose 2m random matrices M, , s.t

Can use Leftover Hash Lemma if
m > poly(input length, BP length)

, needs random M. ., M.
For each i, '‘encode'BP;: M., : M., . A

Encoding. hides BP, /

Evaluation of encoding. on x outputs ~ R - M, pp

Output all encodings.
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Upgrading security Replacing 10 with LO

* Making encryption anonymous
 Circular security separations

e Witness enc. -> null IO

e Random oracle

, uninstantiability results
* Private secure sketches y

e CCA vs FE upgradability
e Mixed Functional Enc [IBKSW18]

[CVWWWA18]

LOCKABLE OBFUSCATION

Zero knowledge

* 3 round weak ZK LEARNING WITH ERRORS
[BKP19]

e Constant round post
quantum ZK [BS19]
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» Allowing some auxiliary information on lock/circuit/
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@ Lattices, Multilinear Maps and Program Obfuscation

[ GGH15 ] Via a different view of the FHE Different motives / |
scheme of Gentry, Sahai, Waters 13 views of GGH15

| Alamati, Peikert 16 ],

| Koppula, Waters 16 |,

| Goyal, Koppula, Waters 17 |
“cascaded products” or

“telescoping cancelation”,
motivated by showing circular
security counterexamples.

" Canetti, Chen 17 ]
SGH15 captures two lattice-based PRFs

' Chen, Vaikuntanathan, Wee 18 |
ralization of Kilian randomization

P o) 2842/1:2835 B ¢ Youlube

Yilei's talk on ‘Lattices, Multilinear Maps and Program Obfuscation’

https://simons.berkeley.edu/talks/advanced-lattice-based-cryptography-the-abe-etc-0
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