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FNP: class of search problems whose decision version is inNP.

TFNP: class of total search problems of FNP, i.ea solution always exists.

Theorem [Johnson Papadimitriou Yannakakisz WWOw, | I PEEOw/ ExEEDODPUUE
If some problem O N 3 %- ik FNP-complete under deterministicreductions then NP =co-NP.

Theorem [Mahmoody 7 DEOws Y N¢ 0 w
If some problem O N 3 %- i FNP-complete under randomizedeductions then SAT is checkable.




A COMPLEXITY THEORY OF TOTAL SEARCH PROBLEMS?

? 3 Ose&rcproblemsshouldbeclassifiedn termsofthe profound
mathematicaprinciplesthat areinvokedto establisitheir totality.?
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TFNP: class of total search problems of FNP, i.ea PTTNP\
solution always exists [Viegiddo Papadimitriou 91 | / PP PPP
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NATURAL PROBLEMS Nattiat

Example:

INruT: Given the description M of a non-deterministic

Turing machine and an input x.
Output: The value M(x).
Theorem (Cook-Levin) d
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There are natural collision-resistant hash functions that are CLS
universal in a worstcasesense based on generalizations of SIS. \
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Theorem ;
The first natural complete problems for PPA, for any prime p.

For some parameter range, SIS is10 harder than the CLS
computational analogue of Chevalley-Warning Theorem. \
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POLYNOMIAL PIGEONHOLE PRINCIPLE

PPP:
Given a circuit C : {0,1}" — {0,1}". Find:

1. Anxs.t. C(x) =0or

2. a collision, i.e. x # y s.t. C(x) = C(y).



POLYNOMIAL WEAK PIGEONHOLE PRINCIPLE

PWPP:
Given a circuit C : {0,1}" — {0,1}™, with m < n.
Find a collision, i.e. x # y s.t. C(x) = C(y).



PPP/PWPP AND CRYPTOGRAPHY

PPP

AN

One Way Permutation — OWP PWPP

|

Collision Resistance Hash Function — CRHF
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MINKOWSKI
INPUT: A basis B € Z"*".
OUTPUT: A vector x in the lattice £(B) such that ||x| < det'/"(B).

[S. Zampetakis Zirdelis Z18, Ban Jain Papadimitiou PsomasRubinstein s19|
MINKOWSKI is in PPR




POLYNOMIAL PIGEONHOLE PRINCIPLE

PPP:
Given a circuit C : {0,1}" — {0,1}". Find:

1. Anxs.t. C(x) =0or

2. a collision, i.e. x # y s.t. C(x) = C(y).



MINKOWSKI IN PPP+ PROOF




MINKOWSKI IN PPP+ PROOF

x| < det'/2(£) = VB




MINKOWSKI IN PPP+ PROOF

x| < det'/2(£) = VB




MINKOWSKI IN PPP+ PROOF

[det!/*(B)]
—

 Flaerrs),

# of points = 9




MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8

,




MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8

,

(mod P(B))
—




POLYNOMIAL PIGEONHOLE PRINCIPLE

PPP:
Given a circuit C : {0,1}" — {0,1}". Find:

1. Anxs.t. C(x) =0or

2. a collision, i.e. x # y s.t. C(x) = C(y).



POLYNOMIAL PIGEONHOLE PRINCIPLE

PPP:
Given a circuit C : {0,1}" — {0,1}". Find:

1. Anxs.t. C(x) =0or

2. a collision, i.e. x # y s.t. C(x) = C(y).




MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8




MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8




POLYNOMIAL PIGEONHOLE PRINCIPLE

PPP:
Given a circuit C : {0,1}" — {0,1}". Find:

1. Anxs.t. C(x) =0or

2. a collision, i.e. x # y s.t. C(x) = C(y).



MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8

,




MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8




MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8

,

(mod P(B))
—




MINKOWSKI IN PPP+ PROOF

# of integer points in P(B) = |det(B)| = 8

,

(mod P(B))
—

- K = # of points = 8




POLYNOMIAL PIGEONHOLE PRINCIPLE

PPP:
Given a circuit|C : {0,1}" — {0,1}"} Find:

1. Anxs.t. C(x) =0or

2. a collision, i.e. x # y s.t. C(x) = C(y).



POLYNOMIAL PIGEONHOLE PRINCIPLE
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Given a circuit|C : [K] — K]} Find:

1. Anxs.t. C(x) =0or

2. a collision, i.e. x # y s.t. C(x) = C(y).
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# of integer points in P(B) = |det(B)]

K = #of points =8

(Smith Normal Form ofB\

K] K]
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SHORT INTEGER SOLUTION (SIS) PROBLEM

The problem is in PWPP!

INPUT: € Zy ", with 2™ > g".
OuTrUT: € {0,1}™ S-t : (mod g)

C(x) = Ax (mod g)
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FNP

Theorem ;
The first natural complete problems for PPP and PWPP

Constrained-SIS is PWPPcomplete
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INPUT: A c ngm’ G c 7dxm
' with m > log(q)(r + ) and(binary invertible

OUTPUT: e {0,1}™ s.t.
:
problem total?

— AN (mod g)

Why is this

(mod g)
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e.g. form=10,q9=8

1 2430656 21
G=10 0012410 35
00000O0T12 40




BINARY INVERTIBLE MATRIX
8
- *x k% I
— g d

B — 2k < g

e.g. form=10,q9=8

G =

o O




BINARY INVERTIBLE MATRIX

<€ >

m — dlog(q)




BINARY INVERTIBLE MATRIX

Lemma
For any b and binary z € {0,1}"~%198(4), we can efficiently compute a binary
solution of the form x = [x *---* z| for the equation Gx = b (mod 7).
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xr7 + 228 + 419 = 1 (mMod 8)
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CONSTRAINED SIS IS TOTAL

(mod g)

e

<€ >

m — dlog(q)

# of solutions is 2™~ 410g4
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The problem is total!

m > log(q)(r -+ d)



CONSTRAINED SIS IN PWPP

The problem is in PWPP!

C(z) = Find x such that Gx =0 (mod g) and x = [x *x z]
and output Ax (mod g).
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PWPP:
Given a circuit C : {0,1}" — {0,1}™, with m < n.
Find a collision, i.e x # y s.t. C(x) = C(y).
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n — 1 outputs

n puts
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then use —(mod 1) to find a collision!
X X
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Is G binary invertible?
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g
>1-v—|—2-y—x1—x2:2 (mod 4)
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G Is binary invertible

> = | (mod 4)
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