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What is this talk about?

LLL-type algorithm for modules over a ring of integers

@ all number fields
@ approx-factor ~ exponential in module rank

@ quantum poly-time ... given a CVP oracle depending on K
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Structured lattices

Motivation (crypto) J

Improve efficiency of lattice-based schemes using structured lattices
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Structured lattices

Motivation (crypto) J

Improve efficiency of lattice-based schemes using structured lattices

Example: NIST post-quantum standardization process
@ 26 remaining candidates (2nd round)
@ 12 lattice-based
@ 11 using structured lattices

Frodo Kyber
(unstructured lattices) | (structured lattices)
public key size (in Bytes) 9616 800
ciphertexts size (in Bytes) 9720 736

(CCA2 KEMSs, round 2 version, security level 1)
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Structured lattices

Motivation (crypto) J

Improve efficiency of lattice-based schemes using structured lattices

Example: NIST post-quantum standardization process
@ 26 remaining candidates (2nd round)
@ 12 lattice-based
@ 11 using structured lattices

Frodo Kyber
(unstructured lattices) | (structured lattices)
public key size (in Bytes) 9616 800
ciphertexts size (in Bytes) 9720 736

(CCA2 KEMSs, round 2 version, security level 1)

All 11 schemes use module lattices

A. Pellet-Mary An LLL algorithm for module lattices 19/02/2020 3/24



Module

° K =Q[X]/P(X)
e R=Z[X]/P(X) (or R = Ox)

with P monic and irreducible, degree d

Module

A (free) module M is a subset of K of the form M = {BX | X € R¥}, with
B € K<k invertible. B is a basis of M; k is the rank of M.
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Module

° K =Q[X]/P(X)
e R=Z[X]/P(X) (or R = Ox)

with P monic and irreducible, degree d

Module

A (free) module M is a subset of K of the form M = {BX | X € R¥}, with
B € K<k invertible. B is a basis of M; k is the rank of M.

[ A module is a ‘lattice’ of rank k over R. }
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Module lattice

Reminder:
e K =Q[X]/P(X) and R = Z[X]/P(X)

o M={Bx:x¢c R, with B= (51, e ,Bk) linearly independent
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Module lattice

Reminder:
e K =Q[X]/P(X) and R = Z[X]/P(X)
with aq, -+, oy roots of P in C

o M={Bx:x¢c R, with B= (51, e ,Bk) linearly independent
Canonical embedding

oK —C?

x = (x(a1), -, x(aqg))
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Module lattice

Reminder:
e K =Q[X]/P(X) and R = Z[X]/P(X)
with aq, -+, g roots of Pin C

o M={Bx:x¢c R, with B= (51, e ,Bk) linearly independent
Canonical embedding

o: K —CH o Kk 5 Ckd

x = (x(a1), -, x(aqg)) (x1, - yxu) = (a(a)ll - [lo(xk))
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Module lattice

Reminder:
e K =Q[X]/P(X) and R = Z[X]/P(X)
with aq, -+, g roots of Pin C

o M={Bx:x¢c R, with B= (51, e ,Bk) linearly independent
Canonical embedding

o: K —CH o Kk 5 Ckd

x = (x(a1), -, x(aqg)) (x1, - yxu) = (a(a)ll - [lo(xk))

{ L(M) = {o(X) : X € M} c CK }

L(M) is a lattice of rank kd, spanned by (0(51),a(x51), e ,O‘(Xd_lgk))
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Motivation

Module lattices

@ dimension n = kd over Z

@ dimension k over R
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Module lattices

@ dimension n = kd over Z
typically 500 < kd < 1500

@ dimension k over R
typically kK <10
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Motivation

Module lattices

Times
o @ dimension n = kd over Z
typically 500 < kd < 1500
os @ dimension k over R
n- .
2 typically k < 10
poly LLL}algorithm
poly — on®® 2" Approximation

factor

Lattice reduction over Z
(in blue: BKZ trade-offs [Sch87, SE94])

[Sch87] C.-P. Schnorr. A hierarchy of polynomial time lattice basis reduction algorithms. TCS.
[SE94] C.-P. Schnorr and M. Euchner. Lattice basis reduction: improved practical algorithms and solving subset sum
problems. Mathematical programming.

[LLL82] A. K. Lenstra, H. W. Lenstra, L. Lovasz. Factoring polynomials with rational coefficients. Mathematische
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Motivation

Module lattices

Timeg
on @ dimension n = kd over Z
typically 500 < kd < 1500

0 @ dimension k over R

2 typically kK <10

poly LLL algorithm

poly ~ on®® 2" 'Approximation
factor
Lattice reduction over Z Can we extend the LLL

(in blue: BKZ trade-offs [Sch87, SE94]) algorithm to lattices over R?

[Sch87] C.-P. Schnorr. A hierarchy of polynomial time lattice basis reduction algorithms. TCS.
[SE94] C.-P. Schnorr and M. Euchner. Lattice basis reduction: improved practical algorithms and solving subset sum
problems. Mathematical programming.

[LLL82] A. K. Lenstra, H. W. Lenstra, L. Lovasz. Factoring polynomials with rational coefficients. Mathematische
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What is small in K?

Remember

oK —C?

X = (X(al)v' o vX(ad))
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What is small in K?

Remember

oK —C?

X = (X(al)v' o vX(ad))

Two generalization of |- |:

o [Ix|| == [[o(x)ll (Euclidean norm)

° N(X) = Hi Ix ()] (algebraic norm)
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What is small in K?

Remember

oK —C?

X = (X(al)v' o vX(ad))

Two generalization of |- |:

o [Ix|| == [[o(x)ll (Euclidean norm)

° N(X) = Hi Ix ()] (algebraic norm)

[Ix[| small 2 N(x) small
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Previous works and result

Bound on Bound on
quality runtime
Napias [Nap96]:
» specific number fields X X

[Nap96] H. Napias. A generalization of the LLL-algorithm over Euclidean rings or orders. Journal de théorie des

nombres de Bordeaux.
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Previous works and result

Bound on Bound on
quality runtime
Napias [Nap96]:
» specific number fields X X
Fieker-Pohst [FP96]:
» all number fields X X
» totally real fields X v
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Previous works and result

Bound on Bound on
quality runtime
Napias [Nap96]:
» specific number fields X X
Fieker-Pohst [FP96]:
» all number fields X X
» totally real fields X v
Kim-Lee [KL17]:
» norm Euclidean fields X v
» biquadratic norm Euclidean v v

[KL17] T. Kim, C. Lee. Lattice reductions over euclidean rings with applications to cryptanalysis. IMACC.
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Previous works and result

Bound on Bound on
quality runtime
Napias [Nap96]:
» specific number fields X X
Fieker-Pohst [FP96]:
» all number fields X X
» totally real fields X v
Kim-Lee [KL17]:
» norm Euclidean fields X v
» biquadratic norm Euclidean v v
This work [LPSW19]:
» any number field v ~
(v if we have an oracle
for CVP in a fixed lattice
depending only on R)

[LPSW19] C. Lee, A. Pellet-Mary, D. Stehlé, A. Wallet. An LLL algorithm for module lattices.
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Outline of the talk

© The LLL algorithm

© The Lagrange-Gauss algorithm

© Computing the relaxed Euclidean division
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High-level overview of LLL

LLL over Z

@ 7/-SVP in dim k
< 1-SVP in dim 2
> ’YI — 20(k)
> poly time

[LLL82] A. K. Lenstra, H. W. Lenstra, L. Lovasz. Factoring polynomials with rational coefficients. Mathematische

Annalen.

A. Pellet-Mary An LLL algorithm for module lattices



High-level overview of LLL
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@ 7/-SVP in dim k
< 1-SVP in dim 2
> ’YI — 20(k)
> poly time

o Lagrange-Gauss algo
for SVP in dim 2
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LLL over Z LLL over R = Z[X]/(X9 +1)
@ 7/-SVP in dim k @ 7/-SVP in rank-k
< 1-SVP in dim 2 < 7-SVP in rank-2
>y = 20(k) > = (_'Yd)o(k)
> poly time > poly time

o Lagrange-Gauss algo
for SVP in dim 2

» poly time

[LLL82] A. K. Lenstra, H. W. Lenstra, L. Lovasz. Factoring polynomials with rational coefficients. Mathematische

Annalen.

A. Pellet-Mary An LLL algorithm for module lattices 19/02/2020 11/24



High-level overview of LLL

LLL over Z LLL over R = Z[X]/(X9 +1)
@ 7/-SVP in dim k @ 7/-SVP in rank-k
< 1-SVP in dim 2 < 7-SVP in rank-2
>y = 20(k) > = (_'Yd)o(k)
> poly time > poly time

o Algorithm for 4-SVP in rank-2
o Lagrange-Gauss algo » v — logd)o
for SVP in dim 2 y=c
» heuristic, quantum

» poly time if oracle solving CVP in a
fixed lattice

(depending only on R)

» poly time

[LLL82] A. K. Lenstra, H. W. Lenstra, L. Lovasz. Factoring polynomials with rational coefficients. Mathematische

Annalen.
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High-level overview of LLL

LLL over Z LLL over R = Z[X]/(X9 + 1)

@ 7/-SVP in dim k
< 1-SVP in dim 2
> ’}’I — 20(k)
> poly time

o Lagrange-Gauss algo
for SVP in dim 2

» poly time

fixed Tattice
(depending only on R)

[LLL82] A. K. Lenstra, H. W. Lenstra, L. Lovasz. Factoring polynomials with rational coefficients. Mathematische

Annalen.
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Inner product over R

For = (a1, --,ax) € KX and E:(bl,---,bk)EKk,

(@ bk =Y aibie K (or K-

1

A. Pellet-Mary An LLL algorithm for module lattices



Inner product over R

For = (a1, --,ax) € KX and E:(bl,---,bk)EKk,

(@ bk =Y aibie K (or K-

1

18]l = v/(3,d)k € K (or Ki)
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Inner product over R

For = (a1, --,ax) € KX and E:(bl,---,bk)EKk,

(@ bk =Y aibie K (or K-

18]l = v/(3,d)k € K (or Ki)

Properties

o | llallk I = lle(@)ll

[IxIl = lle (<)l
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Inner product over R

For = (a1, --,ax) € KX and E:(bl,---,bk)EKk,

(@ bk =Y aibie K (or K2

Properties

o | llallk I = lle()l

o N(lllx) = Ay'? - det(£(3))

N(x) = H,C'jjl lo(x)i]
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QR factorization over R

Let B = (51,--- ,Ek) € K*, define

Tk T Tk . ( i
Jj<i < i '>K
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QR factorization over R

Let B = (51,-~- ,Ek) € K*, define
e e e - < i
i<i (b

QR-factorisation: B = QR, with
o r;= HE,*HK rij = pjirii for i < j and rjj = 0 otherwise

@ columns of @ are B;*/HBTHK
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QR factorization over R

Let B = (51,-~- ,Ek) € K*, define
L . bi

bf =bi =Y b}, with p;; = <ﬁ—
j<i (6]

QR-factorisation: B = QR, with
o r;= HE,*HK rij = pjirii for i < j and rjj = 0 otherwise

@ columns of @ are B;*/HBTHK

Properties
o V7, [<B%, BY)k = (R, R)k j
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QR factorization over R

Let B = (51,-~- ,Ek) € K*, define
L . bi

bf =bi =Y b}, with p;; = <ﬁ
j<i (6]

QR-factorisation: B = QR, with
o r;= HE,*HK rij = pjirii for i < j and rjj = 0 otherwise

@ columns of @ are B;*/HB,*HK

Properties
o V7, [(B%, BY)k = (R, R)k j

o Vv e L(B), N(|Vlk) = minN(ri)
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Outline of the talk

© The Lagrange-Gauss algorithm
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Lagrange-Gauss algorithm (over 7Z)

. . . . . . . 10 7
. . ob2o . M:( )
. . O/O/Oblo‘ . 2 2

A. Pellet-Mary An LLL algorithm for module lattices



Lagrange-Gauss algorithm (over 7Z)

L] L] L] L] . L]
rotation

AT ()

. . . b2 .
° ° 'o/oblo- o 2 2
rotation Compute QR factorization
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Lagrange-Gauss algorithm (over 7Z)

R (102 73
. . by e, M = < 0 0.6>
. . . ) [ ] bl. . ) [ ]
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Lagrange-Gauss algorithm (over 7Z)

‘ L 102 7.3
bpsby T M_<0 0.6)

by

“Euclidean division” (over R)
reduce by with by of 7.3 by 10.2
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Lagrange-Gauss algorithm (over 7Z)

. N o . N ° . _ 10.2 _2.9
. .b2 ‘ . . : N . M o ( O 0-6 )
. . X ) . bl' i ) .
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Lagrange-Gauss algorithm (over 7Z)

° . : N ° . : N ° _ _2-9 10.2
° .bl N [ . : ° [ M B ( 0.6 0 )
. . . ) . b2’ i ) .
swap
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Lagrange-Gauss algorithm (over 7Z)

° : N ° : N ° _2-9 10.2
° .bl N ° : ¢ ° M (0.6 0 )

start again
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Lagrange-Gauss algorithm (over 7Z)

. ° e rqtation—_° —2.9 10.2
° .b]_ N o . : w o M (0.6 0 )

rotation
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Lagrange-Gauss algorithm (over 7Z)

rotation
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Lagrange-Gauss algorithm (over 7Z)

. . . . 7)1 ° .
. . ° ° - O _2
reduce by with by “Euclidean division” (over R)
of —10 by 3
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Lagrange-Gauss algorithm (over 7Z)
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Lagrange-Gauss algorithm (over 7Z)

° . ° ° 7)1 . L]
° ° ° ob2/—.ﬁ .‘

. . . . . . o

For the Lagrange-Gauss algorithm over R, we need
@ Rotation

@ Euclidean division
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Lagrange-Gauss algorithm (over 7Z)

° ° ° b]_ . L]
R T M:(g :;)

. . . . L4

For the Lagrange-Gauss algorithm over R, we need
@ Rotation = ok

e Euclidean division = 7
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Euclidean division

Over Z
Input: a,b€Z, a#0

Output: re Z
such that |b + ra| < |a|/2

A. Pellet-Mary An LLL algorithm for module lattices 19/02/2020 16 / 24



Euclidean division

Over Z
Input: a,b€Z, a#0

Output: re Z
such that |b + ra| < |a|/2

CVP in Z with target —b/a.

Z <1/2
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Euclidean division

Over Z Over R
Input: a,b€Z,a#0 CVP in R with target —b/a
Output: reZ = output r € R

such that |b + ra| < |a|/2
CVP in Z with target —b/a.

Z <1/2
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Euclidean division

Over Z

Input: a,b€Z, a#0
Output: re Z
such that |b + ra| < |a|/2

CVP in Z with target —b/a.

Z <1/2

Over R

CVP in R with target —b/a
= output r € R

Difficulty: Typically
16+ ral| ~ Vd - ||a]| > |all.

R
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Euclidean division

Over Z

Input: a,b€Z, a#0
Output: re Z
such that |b + ra| < |a|/2

CVP in Z with target —b/a.

Relax the requirement
Find x,y € R such that
o |lxa+yb| < |all/2

® |ly|l < poly(d)

Over R
CVP in R with target —b/a
= output r € R

Difficulty: Typically
16+ ral| = V/d - [la]| > |al|
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Euclidean division

Over Z

Input: a,b€Z, a#0
Output: re Z
such that |b + ra| < |a|/2

CVP in Z with target —b/a.

Relax the requirement
Find x,y € R such that
o |lxa+yb| < |all/2

® |ly|l < poly(d)

Over R

CVP in R with target —b/a
= output r € R

Difficulty: Typically
16+ ral| = V/d - [la]| > |al|

b2 bl
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Euclidean division

Over Z

Input: a,b€Z, a#0
Output: re Z
such that |b + ra| < |a|/2

CVP in Z with target —b/a.

Relax the requirement
Find x,y € R such that
o |lxa+yb| < |all/2

® |ly|l < poly(d)

Over R

CVP in R with target —b/a
= output r € R

Difficulty: Typically
16+ ral| = V/d - [la]| > |al|

botb1 b1
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Euclidean division

Over Z Over R
Input: a,b€Z,a#0 CVP in R with target —b/a
Output: reZ = output r € R

such that |b+ ra| < |a]/2 Difficulty: Typically

CVP in Z with target —b/a. |b+ ral| = Vd - ||a]| > ||a|.

Relax the requirement
Find x,y € R such that

b
o [lxa+ yb| < [all/2 e

o |ly|| < poly(d)
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Euclidean division

Over Z Over R
Input: a,b€Z,a#0 CVP in R with target —b/a
Output: reZ = output r € R

such that |b+ ra| < |a]/2 Difficulty: Typically

CVP in Z with target —b/a. |b+ ral| = Vd - ||a]| > ||a|.

Relax the requirement
Find x,y € R such that

b
o ||xa + ybl| < [|a]l/2 e

o [lyll < poly(d)
= sufficient for Gauss’ algo
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Outline of the talk

© Computing the relaxed Euclidean division
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The Log space

Reminder: o(r) = (r(ay), -, r(ag))”

(multiplication is coefficient-wise)
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The Log space

Reminder: o(r) = (r(ay), -, r(ag))”

(multiplication is coefficient-wise)

Log(r) = (log|r(a1)l, -~ ,log |r(aq)])"
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The Log space

Reminder: o(r) = (r(ay), -, r(ag))”

(multiplication is coefficient-wise)

Log(r) = (log|r(a1)l, -~ ,log |r(aq)])"

Properties of Log

Log(rz)

Log(r1 Log(r1 - 72)

o Log(r - r2) = Log(r1) + Log(r2)
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The Log space

Reminder: o(r) = (r(ay), -, r(ag))”

(multiplication is coefficient-wise)

{ Log(r) = (log|r(a1)l, -+ ,log|r(aa)|)™ }

Let1=(1,---,1)and H=1"+

Properties of Log

Logr=h+ al, with he H
o Log(n - r2) = Log(r1) + Log(r2)
ea>0ifreRr

Log(r
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The Log space

Reminder: o(r) = (r(ay), -, r(ag))”

(multiplication is coefficient-wise)

{ Log(r) = (log|r(a1)l, -+ ,log|r(aa)|)™ }

Let1=(1,---,1)and H=1"+

Properties of Log

Logr=h+ al, with he H
o Log(r - ) = Log(r) + Log(r2)
ea>0ifreRr
o ||| ~ 2lltogrle

Log(r
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Using the Log space

Objective: find x, y € R such that
° [[xa+ ybl| < |al|/2
® |ly|l < poly(d)
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Using the Log space

Objective: find x, y € R such that
° [[xa+ ybl| < |al|/2
o |yl < poly(d)

Difficulty: Log works well with x, but not with +
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Using the Log space

Objective: find x, y € R such that
o [[xa— ybl| < |al|/2
o |yl < poly(d)

Difficulty: Log works well with x, but not with +
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Using the Log space

Objective: find x, y € R such that
o [[xa— ybll < |al|/2
o |yl < poly(d)

Difficulty: Log works well with x, but not with +

Solution: If || Log(u) — Log(v)|| <e
then [[u— v|| < & - min(|[ul],[[v]))
(requires to extend Log to take complex argument into account)
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Using the Log space

Objective: find x, y € R such that
o [[xa— ybll < |al|/2
o |yl < poly(d)

Difficulty: Log works well with x, but not with +
Solution: If || Log(u) — Log(v)|| <e
then [[u— v|| < & - min(|[ul],[[v]))
(requires to extend Log to take complex argument into account)

New objective

Find x,y € R such that
o || Log(xa) — Log(yb)| < &
o || Log(y)loc < O(log d)
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|dea of the algorithm

Objective: find x,y € R s.t.

o || Log(xa) — Log(yb)[| < e Log(a)
o | Log(y)llec < O(logd)

Log(b)

A. Pellet-Mary An LLL algorithm for module lattices



|dea of the algorithm

Objective: find x,y € R s.t.

o || Log(xa) — Log(yb)|| <e » Log(aLw;
o || Log(y)]l~ < O(log ) /Log<y>
, Log(b)
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|dea of the algorithm

Objective: find x,y € R s.t.

o ||(Log(x) — Log(y)) — Log(b/a) <& | N tosa) "2
o || Log(y)ll= < Olog ) e

(34
1 Log(b)

A. Pellet-Mary An LLL algorithm for module lattices



|dea of the algorithm

Objective: find x,y € R s.t.
o [|(Log(x) — Log(y)) — Log(b/a)|| < e
o || Log(y)llco < O(logd)

ri = Log(xi), xi € R
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|dea of the algorithm

[[Log(y) ]l < O(logn)

Objective: find x,y € R s.t.
o [|(Log(x) — Log(y)) — Log(b/a)|| < e
o || Log(y)llco < O(logd)

ri = Log(xi), xi € R
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|dea of the algorithm

[[Log(y) ]l < O(logn)

Objective: find x,y € R s.t.
o [|(Log(x) — Log(y)) — Log(b/a)|| < e
o || Log(y)llco < O(logd)

Solve exact CVP in L with target t

n - rg2 Log(b/a)
1 .- 0 0
L= . s t= .
0 1 0 ri = Log(xj), xi € R

(L is fixed and independent of a and b)
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|dea of the algorithm

[[Log(y) ]l < O(logn)

Objective: find x,y € R s.t.
o [|(Log(x) — Log(y)) — Log(b/a)|| < e
o || Log(y)llco < O(logd)

Solve exact CVP in L with target t
with an oracle

n - rg2 Log(b/a)
1 .- 0 0
L= . s t= .
0 1 0 ri = Log(xj), xi € R

(L is fixed and independent of a and b)
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|dea of the algorithm

Objective: find x,y € R s.t.
o [|(Log(x) — Log(y)) — Log(b/a)|| < e
o || Log(y)llco < O(logd)

[[Log(y) ]l < O(logn)

Solve exact CVP in L with target t
with an oracle

reoce rge Log(b/a)
1 - 0 0 _
L={. . .| t= . Complexity
0 1 0 Quantum poly time

(with the oracle)

(L is fixed and independent of a and b)
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|dea of the algorithm

[[Log(y) ]l < O(logn)
Objective: find x,y € R s.t. Log(a)
® [|(Log(x) — Log(y)) — Log(b/a) <e | -
o || Log(y)]l < O(logd) §
7“21
T3
T4 .
Solve exact CVP in L with target t Log(b)
with an oracle
ho e Log(b/2)
1 - 0 0 _
L=1]. ], t= , Complexity
0 1 0 Quantum poly time

(with the oracle)

(L is fixed and independent of a and b)
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|dea of the algorithm

[[Log(y) ]l < O(logn)
Objective: find x,y € R s.t. Log(a)
® [|(Log(x) — Log(y)) — Log(b/a) <e | -
o || Log(y)] < Ollog d) ol
(5] :7|'-‘§
& .
Solve exact CVP in L with target t Log(b)
with an oracle
Uun - rq2 Log(b/a)
o 1 --- 0 0 .
L= . ], t= _ Complexity
0 0 1 0 Quantum poly time

(with the oracle)

(L is fixed and independent of a and b)
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Heuristic

U n rg2 Log(b/a)
0 1 0 0
L= _ . t=
0 0 1 0
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Heuristic

pU B -+ Prgz /3 Log(b/a)
0 1 - 0 0

L= _ . t=
0 0 1 0
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Heuristic

pyU Bri -+ Brgz B Log(b/a)
0 1 - 0 0

L= _ . t=
0 0 1 0

Heuristic assumption

For any target t = (8- x,0,---,0)7, we have

dist(L, t) < Vd.
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Heuristic

pyU Bri -+ Brgz B Log(b/a)
0 1 - 0 0

L= _ . t=
0 0 1

Heuristic assumption

For any target t = (8- x,0,---,0)7, we have

dist(L, t) < Vd.

@ Numerical experiments (up to dimension d = 8)

A. Pellet-Mary An LLL algorithm for module lattices

19/02/2020

21/24



Heuristic

pyU Bri -+ Brgz B Log(b/a)
0 1 - 0 0

L= _ . t=
0 0 1 0

Heuristic assumption

For any target t = (8- x,0,---,0)7, we have

dist(L, t) < Vd.

@ Numerical experiments (up to dimension d = 8)
@ Hand waving counting argument

> assuming (8 - x||V) with v & {w € {0,1}¢" | |W]: = d}
implies x (almost) uniform mod U.
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Heuristic

pyU Bri -+ Brgz B Log(b/a)
0 1 - 0 0

L= _ . t=
0 0 1 0

Heuristic assumption

For any target t = (8- x,0,---,0)7, we have

dist(L, t) < Vd.

@ Numerical experiments (up to dimension d = 8)
@ Hand waving counting argument

> assuming (3 - x||V) with v & {w € {0,1}¢ |||w||; = d}
implies x (almost) uniform mod U.
> related to Arakelov random walk = see Léo and Benjamin's talk
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Under the carpet

e Any module

» use pseudo-basis
» add class group to L (cf [Buc88])

@ Proving correctness

» Lovasz' swap condition
» switch between N(-) and || - ||
» handling bit sizes

[Buc88] J. Buchmann. A subexponential algorithm for the determination of class groups and regulators of algebraic

number fields. Séminaire de théorie des nombres.
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Summary and impact

LLL algorithm for cyclotomic fields

o Approx: quasi—poly(d)o(k) _ o(log )Mk

e Time: quantum polynomial time
if oracle solving CVP in L (of dim O(d?*%))
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Summary and impact

LLL algorith

@ Approx: quasi-poly(d)

o Time: qu
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m for cyclotomic fields
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In practice? = replace the oracle by a CVP solver

Timeq

24
2dk

2d

poly
p

.......... ,)E(module LLL

BKZ trade-offs

oly 0k odk ’Approximation
factor

A. Pellet-Mary An LLL algorithm for module lattices 19/02/2020

23 /24



Summary and impact

@ Approx: quasi-poly(d)

LLL algorith
o Time: qu
if

m for cyclotomic fields

antum polynomial time
oracle solving CVP in L (of dim O(d?"¢))

In practice? = replace the oracle by a CVP solver

Timeq

24
2dk

2d

poly
p

.......... ,)E(module LLL

........... = theoretical result
' (not practical)

BKZ trade-offs

oly 0k odk ’Approximation
factor
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Open problems

(1) Improving CVP in L

> reduce its dimension to O(d)?
> use the structure of L to improve CVP solvers?
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Open problems

(1) Improving CVP in L
> reduce its dimension to O(d)?

» use the structure of L to improve CVP solvers?
» CVP with pre-processing is NP-hard [Mic01]

“CVPP is NP-hard™: Vn, 3L, V¢ (SAT instance with n variables), 3 and « s.t.

¢ is satisfiable <« dist(L, ) < a.

[Mic01] D. Micciancio. The hardness of the closest vector problem with preprocessing. Transaction on Information

Theory.
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Open problems

(1) Improving CVP in L
> reduce its dimension to O(d)?

» use the structure of L to improve CVP solvers?
» CVP with pre-processing is NP-hard [Mic01]

(2) Generalizing LLL to all the BKZ trade-offs?

» reduction rank k to rank g (cf [MS19])
» sieving/enumeration in modules?

[MS19] T. Mukherjee, N. Stephens-Davidowitz. Lattice Reduction for Modules, or How to Reduce ModuleSVP to
ModuleSVP, ePrint.
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Open problems

(1) Improving CVP in L

> reduce its dimension to O(d)?
» use the structure of L to improve CVP solvers?
» CVP with pre-processing is NP-hard [Mic01]

(2) Generalizing LLL to all the BKZ trade-offs?

» reduction rank k to rank 5 (cf [MS19])
> sieving/enumeration in modules?

Thank you
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