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lllustrative Example

household ! race

size householder

| | Goal: Produce 2-way
12 white 3 white :
marginal between race
9 asian 4 white of child and race of
householder,
E E E E computed under DP
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Error

Which DP algorithm should | use?

Paper 1 [2012] Paper 2 [2014]
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Analysis & Implementation

¥ Query: 2-way marginal between race of child and
race of householder

household ! race

¥ Analyst calculates sensitivity o s
12 |white, 3 white

29 |asian 4 white

¥ Analysts bPnds Laplace RNG

¥ Friend (DP expert) warns, OWatch out for Roating-
point precision attack.O [Mironov CCS12]
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Challenges to deployment

¥ Conlicting empirical results
¥ Lack of reference implementations

¥ Risk of subtle bugs (analysis + implementation)
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TodayOs talk

¥ DPBench: principled empirical evaluations of
accuracy

¥ Ektelo: framework for private computation

¥ PrivateSQL: differentially private SQL guery engine
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Sound evaluation Is hard

¥ Factors affecting performance: setting of epsilon,
OamountO of data, tunable algorithm parameters,
data pre-processing (cleaning, representation)

¥ Algorithms can be data-dependent because they
adapt or introduce statistical bias .

¥ Examples: smooth sensitivity [Nissim STOC 2007],
DAWA [Li VLDB 2014], Adaptive Grid [Qardaji ICDE
2013], StructureFirst [Xu VLDBJ 2013]
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Principled evaluation of DP algorithms [SIGMOD16]

Joint work with Gerome Miklau,
Ashwin Machanavajhalla, Dan
Zhang, Yan Chen, George Bissias

Companion website dpcomp.org

o
® ® [ welcome to DPComp X | =

€« (&

dpcomp.org o7

DPComp Problem Statement Privacy-Accuracy Frontier Empirical Findings ~ Background ~

® © ® [ ppcomp: Problem Stater x

& - € [ dpcomp.org/tutorial/introduction w O e

DPComp  Problem Statement  Privacy-Accuracy Front Background~

Welcome to DPComp

For the task of answering range queries over 1- and 2-dimensional datasets, which differentially private algorithms introduce the least error?

Version 0.1 * Range queries return the number of elements in a dataset whose values fall within a range.
g * Low dimensional range queries are important tools for computing histograms, CDFs and quantiles, and serve as building blocks for more complex data analysis tasks like
Bayesian inference.

DPCOmp IS a Web—based tOOI deSlgned to help bOth praCtltlonerS and resea rCherS Below is an interactive that lifies the problem on data. The input dataset is shown on the left. Itis represented as a 20 histogram of counts over a

. . . . uniform grid imposed over the domain.
the accuracy of state-of-the-art differentially private algorithms. Ontnergitweston s noby it —— et nth ot Tt e ahstogamof s
over a uniform grid. The number of bins in the output histogram matches that of the input. While the algorithms themselves may not actually generate a histogram, our visualization
represents the histogram inferred from the noisy counts generated by the algorithm.

Arectangular range query can be specified on the input dataset by clicking and dragging anywhere on the input plot. The count within the range will be printed below. The
range query can be dismissed by clicking anywhere on the input. Range queries on the input are mirrored on the algorithm output. The noisy count and the absolute error are printed
below. The error of an algorithm is measured as the average error over a workload (or a set) of range queries.

Input data Algorithm Output Input Settings
- . IMrecords -

Dataset @ TWITTER $

A collaborative research project of Colgate University, Duke
University, and the University of Massachusetts, Amherst.

P Problem Statement  Privacy-Accuracy Frontier  Empirical Findings ~  Background~ About
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t, respectively.

Finding : no OuniversalO algorithms: «ooeoe -

Nosingle algorithm offers uniformly low error. At small scales, data-dependent algorithms dominate; at large scales data-independent algorithms dominate.

best performance depends on w = T

task, input data, epsilonE

0 15 220 2
Average regret

Above we rank algorithms by their average regret: the regret of an algorithm is computed by summing the error of the algorithm over a set of input configurations, then dividing that
sum by the error that would be achieved if the lowest-error algorithm was selected on a per-configuration basis.

Aregret value of 1.0 is optimal, but achieving optimal regret is not practically possible with the current state-of-the-art algorithms because the best algorithm for a configuration
cannot be selected without knowledge of the input data.
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http://dpcomp.org

Sound evaluation Is important!

¥ How to Incentivize community participation?

¥ Benchmarks !
Successful in other communities TPC-H, Trec, MNIST

¥ Contests!
NIST Differential Privacy Synthetic Data Challenge

¥ Reproduciblility requirements
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Outline

¥ Ektelo: framework for private computation

¥ PrivateSQL: differentially private SQL guery engine

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019
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Challenges of DP Deployment

¥ Successful deployments have required a team of
privacy experts.

¥ Limited resources available
¥ Few libraries, reference implementations or re-usable tools.

¥ Frameworks like PINQ ensure privacy safe computation, but
little guidance on accuracy

¥ Implementations often start from scratch in arbitrary PL.

¥ Difbcult for privacy non-experts to contribute.
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Challenges of DP Deployment

¥ Privacy: Many points of failure!
I Code must be carefully vetted.

¥ Accuracy: Sophisticated algorithms needed !
I Need to think in new ways to get optimal error

¥ Context: data analysis workf3ows are ad hoc!
I Need toolkits, not monolithic algorithms.
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Joint work with Gerome Miklau, Ashwin Machanavajhalla,
Dan Zhang, Ryan McKenna, los Kotsogiannis

lktelo execution framework

¥ Goal: simplify and accelerate development of
efbcientand accurate differentially private
algorithms

¥ Ektelo supports a library of vetted operators .

¥ Operators encode (some) best practices from
literature

¥ Differentially private computation expressed as a
plan: a seguence of operator calls
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Top Down

algorithm+
Implemented

as Ektelo plan.

(Artistic
rendering)

* Dan KiferOs presentation OConsistency with
External Knowledge: The TopDown AlgorithmO
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Top Down

algorithm+
Implemented

as Ektelo plan.

(Artistic
rendering)

Plan executed by client,
AP with calls to protected
kernel that manages
Ektelo plan sensitive data
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persons = ProtectedDataSource(persons_uri)
for level in geo_levels:

geo_regions = SelectPartition(level)
splits = persons. SplitByPartition (geo_regions)
for persons_In_region in splits:

X = persons_in_region. Vectorize ()

M = SelectMeasurementsHDMM(W)
y = X.LaplaceMeasure(M, eps)
X_hat = LeastSquares(M, y)

... additional post-processing ...

Transformations

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019

Top Down

algorithm+
Implemented

as Ektelo plan.

(Artistic
rendering)
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persons = ProtectedDataSource(persons_uri)
for level in geo_levels:
geo_regions = SelectPartition(level)
splits = persons.SplitByPartition(geo_regions)
for persons_In_region in splits:
X = persons_In_region.Vectorize()
M = SelectMeasurementsHDMM (W)
y = X.LaplaceMeasure(M, eps)
X_hat = LeastSquares(M, y)
... additional post-processing ...

Measurement Selection
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Top Down

algorithm+
Implemented

as Ektelo plan.

(Artistic
rendering)
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persons = ProtectedDataSource(persons_uri)
for level in geo_levels:
geo_regions = SelectPartition(level)
splits = persons.SplitByPartition(geo_regions)
for persons_In_region in splits:
X = persons_In_region.Vectorize()
M = SelectMeasurementsHDMM(W)
y = X. LaplaceMeasure (M, eps)
X_hat = LeastSquares(M, y)
... additional post-processing ...

Measurement

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019

Top Down

algorithm+
Implemented

as Ektelo plan.

(Artistic
rendering)
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persons = ProtectedDataSource(persons_uri)
for level in geo_levels:
geo_regions = SelectPartition(level)
splits = persons.SplitByPartition(geo_regions)
for persons_In_region in splits:
X = persons_In_region.Vectorize()
M = SelectMeasurementsHDMM(W)
y = X.LaplaceMeasure(M, eps)
X_hat = LeastSquares (M, y)
... additional post-processing

Top Down

algorithm+
Implemented

as Ektelo plan.

(Artistic
rendering)

Inference (and other post-processing)

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019
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persons = ProtectedDataSource(persons_uri)
for level in geo_levels:
geo_regions = SelectPartition (level)
splits = persons. SplitByPartition (geo_regions)
for persons_in_region in splits:
X = persons_in_region. Vectorize ()
M = SelectMeasurementsHDMM (W)
Yy = X. LaplaceMeasure (M, eps)
X_hat = LeastSquares (M, y)
... additional post-processing

Top Down

algorithm+
Implemented
as Ektelo plan.

(Artistic
rendering)

Runs In trusted environment.

Impacts sensitivity

Releases noisy measurements;
Client-side" | Consumes privacy loss budget

no impact on privacy

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019 20



Operator classes

e [t 172t —c et
Filter, project Strategically incoﬁse;(t)enrfgiees In
group, etc. choose query sets .
N noisy answers
— 17> f”-(—(" 'iZi...—1‘
Laplac_e Dimensionality
mechanism reduction
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Operator classes and instances

Theorem : if red and
operators are
vetted, then any Ektelo
plan satispes DP

.........................................

-----------------------------------------

.........................................

-----------------------------------------

............................................
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Operators
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https://ektelo.github.io/

Algorithms
from DPBench !
[SIGMOD 16]

Novel
algorithm
variants

¥ Reuse: existing algorithms implemented with reusable operators
¥ Reduces code veribcation effort

¥ |Improved operator implementations
¥ New variants of algorithm easy to construct (improved accuracy!)

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019
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Architecture for Private Computation?

¥ Separate concerns:
¥ Transformations
¥ Measurement selection
¥ Measurement

¥ Post-processing (consistency, synthetic data, inference)

¥ Benebts of modularity:
¥ Reduce scope of privacy veribcation

¥ Diverse contributors: relevant expertise differs by
component

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019

24



Outline

¥ PrivateSQL: differentially private SQL guery engine

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019
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Motivations for Private SQL

¥ Towards a declarative interface for query answering

¥ Complex qgueries over multi-relational data

¥ Privacy at multiple resolutions

Joint work with Gerome Miklau, Ashwin
Machanavajhalla, los Kotsogiannis, Yuchao
Tao, Xi He, Maryam Fanaeepour
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Statistics Released by US Census Bure

Person

ID Sex E HID == Household

122| M | E | H6 HD B Geo
123 F | E H6 :
_ H6 E CA
124! M | E H7 _
125 M | E H8 i = "L
_ HS8 E NC
126| F | E H8

Census Summary File 1 (SF-1)

¥ ONumber of males between 18 and 21 years oldO, E

¥ ONumber of people living in owned houses of size 3 where th
householder is a married Hispanic maleO, E

At all levels of geography (state, county, tract, block)



Complex Queries

¥ Linear queries on households

SELECT COUNT(*)

FROM ( SELECT hid, COUNT(*) AS CNT
FROM Persons P, (SELECT hid
A FROM Persons pl1, Persohs p2
WHERE pl.hid = p2'h|d .
I AND pl.Rel = QhousehblderO
I AND p2 Rel = OspbuseO

| AN (pl.sex= OMO AND p2.séx = QFO)
| El sex OFO AND p2.sex = OMO))

I
I
|
|
I
|
|
WHERE p. hid = h.hid AND p.Rel = 'OchlldO
<

I I
| I
| I
| I
|
|
I I
| I
I I
i1 1 AND p.Ag
I I
E

| 'GROUP Y hid) AS h
e<I8
GROUP BY hid)
WHERE CNT >= 1

P9



Complex Queries

¥ Linear queries on households

SELECT COUNT(¥)
FROM ( :

Count of the number of households

where the householder age in [15..64]
AND itOs a husband-wife farhily

AND there Is at least one related child undedgeyarey

o r El .sex= OFO AND p2.sex = OMO))
o GROUP Y hid) AS h
WHERE p.hid = h.hid AND p.Rel = 'OchlldO

|
|
|
|
|
|
|
|
|
I 1 AND p.Age <18
|
E

GROUP BY hid)

WHERE CNT >=1

BO



Complex Queries

¥ Queries on people living in households

SELECT COUNT(*)
FROM Person p
Where p.Age < 18 AND
P."ID In (SELECT hID
I I FROM Person p
WHERE p.Rel = OhouseholderQO

1
5 : : Il I AND p.Race = OAsianO)!! | |

B1



Complex Queries

¥ Queries on people living in households

SELECT COUNT(*
o Count of the number of people undett 18

living in households with an Asian househ

p.hID in (SELECT hID
' FROM Personp ,
WHERE p.Rel = OhouseholderO

!
5 : I AND p.Race = OAsianO)!l |



Complex queries

¥ Degree distribution query or count of count histograr

SELECT cnt, COUNT(*)

FROM (SELECT hID, COUNT(*) as cnt
I FROM Person p

1 GROUP BY hiID)

GROUPBY cnt

ORDER BY cnt

B3



Complex queries

¥ Degree distribution query or count of count histograr

SELECT cnt, COUNT(*)

I: L Y\ /
For every household size,

release the number of households of the

GROUPBY cnt
ORDER BY cnt

B4



Motivations for Private SQL

¥ Complex qgueries over multi-relational data

¥ Privacy at multiple resolutions



Privacy reguirement

¥ Title 13 Section 9

Neither the secretary nor any officer or employee

E make any publication whereby the datk furnishe
by any particular establishment or!individual
under this title can be identified

¥ In some data products, only properties of people need t
be hidden, and in other products, properties of househc
also need to be hidden.



Privacy at multiple resolutions

Person
Person-privacy hide properties of people Household
Household-privacy:hide properties of 22| M | E | H6 HDE Geo
. 123 F E H6 -
nouseholds and the people within them. T w T & T & S I
125 | M E H8 i E "
126 | F | E | H8 8B oNC
Edge-privacy. hide the presence of an edge
. g }" Node-privacy: hide the presence of a node
Ty W n % n s = L] . . .
fRdesah® g .08 and all edges incident to it.

Event-privacy. hide sensor reading

Window-privacy:hide readings in (t-w, t]

User-privacy:hide all sensor readings




Goals of Private SQL

¥ Automaticaliygnerates differentially private code to
accurately answer the queries specified in a high level
language (SQL)

¥ Ensures &xed privacy bugdgeiss all queries posed by the
analyst.

¥ Enables privacy to be specifiethaltiple resolutions



1. Queries answered on live-DIB
one at a time

Query
Workloao

) DP ; Query 1 O
| (@)
| Query 2 ®
OF o B N
Algorlthm : Result 72 4 ‘
; [T1 —
Private Database | Analyst

Example: FLEX [VLDB18]
¥ Deployed at Uber.




11
1. Queries answered on live-DB

one at a time

Query
Workloao

: Query 1
& j O

"Result T . (2

| Query 2 ®
= : \
_ , , A ‘

Result 2
T =

Private Database Analyst

Unbounded Privacy Loss

¥ Unless the system decides to shut off future queries, the privacy loss ke
Increasing.

Inflexible privacy semantics (for Flex specifically)

¥ Hides any row in DB, but this may not align with privacy in particular con

Other concerns:inconsistency between answers, side channel attacks




2. Query answering on a synthetic
version of base tables

Query
Workloac

|
| ) Query 1 O
: Result 1 : Q
| ~ Query 2 ®
— =N A
; RESUIT 3 |
a mh -
|

Private Database | Analyst
|
|

Examples:

HDMM [VLDB18], MWEM [NIPS12] E

¥ Output a histogram tunes to query workload
PrivBayes [SIGMOD14], Private Synthetic Data using GAN
INIST Challenge 18]
¥ Generates a synthetic database in the same schema ag




11
2. Query answering on a synthetic

version of base tables

Query
Workloac

| ) Query 1 O

: Result 1 " Q

i ‘ ) Query 2 \ ®

L > . \

; RESTT 3 AL |

; [T —
Private Database | Analyst

No support for multi-relational tables

Joins computed on synthetic tables have very high error.




Defining privacy at multiple resolutions

Edge-privacy. hide the presence of an edge
bl s tale @ Node-privacy: hide the presence of a node
T T A s H L | . . .
Rhdasas® g el and all edges incident to it.
) L e “,_?:'

Person-privacy hide properties of people
Household-privacy:hide properties of
nouseholds and the people within them.

Person

Household

HID E Geo

122 | M E H6
123 F E H6
124 | M E H7
125 | M E H8
126 F E H8

H6 E CA
H7 E FL
H8 E NC




Multi-resolution privacy In PrivateSQL

¥ Policy: A specification of the base relation that Is the
primary private object

¥ Neighboring Databases:
P Add or remove a rowmn the primary private relation

P Add or remove all rows in other tables titzatsitively rédethe
rowr in the primary private relation




Multi-resolution privacy In PrivateSQL

Person

123

H6

124

H7

Household

H6

CA

125

H8

H7

FL

126

MIZ|SINZ

mol oo ome

H8

H8

NC

Person-privacy
¥ Person is the primary private relation
¥ Adding or removing an person record does not affect the household tabl

Household-privacy:
¥ Household is the primary private relation

¥ Adding or removing a romfrom household removes all rows in person tha
refer tor in household table.



The PrivateSQL system

Query
] |
Workloac
Privacy
Private Database Budget

1\‘4]

Analyst
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The PrivateSQL system

Private Databa

v

View Selector

Query
Workloao

Se \

Views selected so that analy O

queries are linear over views O
joins)

N /

Example view

|

household !

race .
a Size

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019

47



The PrivateSQL system

Private Database 4

X Synopsis may consist of ¢ O
tuples or histograms o
%
o
24

Analyst
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The PrivateSQL system

v

View Selector

Private Database

Budget Allocator

Query
Workloao

l\é‘

Analyst

=

Split privacy budget acro
views

Sj

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019
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The PrivateSQL system

Query
Workloao

4 I
[Private Database Purely postprocessirg. O

No effect on privacy
\ O

Query 1

Query Result I _E#.‘

Answeri Query 2
ng §

Engine Result 3°

[T Analyst

Budget Allocator

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019
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The PrivateSQL system

Query
Workloao

~
Private Database Quantifies the number of ro\

that change in the view if o1 O
row changes in the input o
J

Query 1

Query Resut T _&p“

Answeri Query 2
ng §

Engine Result 3°

[T Analyst

Sensitivity Calculato
Budget Allocator

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019
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Addressing view sensitivity

¥ View is complex SQL query; Rule-based sensitivity
evaluation is hatd | bound calculator
[Arapinis et al. ICALP16] - (builds on PINQ, Flex, with

new rules: joins on keys)

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019 52



Addressing view sensitivity

¥ View is complex SQL query; Rule-based sensitivity
evaluation is hatd | bound calculator
[Arapinis et al. ICALP16] - (builds on PINQ, Flex, with

new rules: joins on keys)

¥ Global sensitivity may be

Example view

high / unbounded T Rousehod
Size
34 | white 3 E
29 | asian 4 E
E E E E
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Addressing view sensitivity

¥ View is complex SQL query; Rule-based sensitivity
evaluation is hatd | bound calculator
[Arapinis et al. ICALP16] - (builds on PINQ, Flex, with

new rules: joins on keys)

¥ Global sensitivity may be
high /' unbounded | Truncate OoutliersO

¥ Calculation depends on

privacy resolution level I View rewriting
(e.g., person vs. household)”

Simons Workshop on OData Privacy: From Foundations to ApplicationsO March 2019 54



The PrivateSQL system

) . Query
< ; | Workloac
< Policy
Private Database ) ~
v . . . O
_ For acyclic dependencies, differ
View Selector policies can be handled by o
appropriately rewriting the viev 5
| %
i Query 1

T

Synopsis Generator

View Rewriting
I . A
Sensitivity Calculayp
]

Budget Allocator

Answeri Query 2
ng §

Engine Result 3°

[T Analyst

Query Resut T ﬁp.‘
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Empirical evaluation

¥ Dataset: A synthetic census dataset

b person(id, sex, gender, age, race, relationship, Hid) and
nousehold(hid, location)

b Restricted to the state of NC
b 5.4 million people and 2.7 million households

¥ Queries: 3493 counting queries from the 2010 Summary flil
P ONumber of males between 18 and 21 years old.O

P ONumber of people living in owned houses of size 3 where the
householder is a married Hispanic male.O

¥ Views: PrivateSQL generated 17 views



Relative Error

Overall Error

Privacy Budget 1.0
Policy. Hiding a row in person tabl

¥ N

Outputting O for all queries give

relative error 1.
R \ /
RN S E—— |
Q | |
All Queries 0-10° 103-10* 10*-10° > 10° For queries with sufficient!
\ ) -
Y large answelrs,




Comparison to one-guery-at-a-time approe

L - I’”'”fjﬁj]jjﬁjj}ﬁ]]jﬁlij]jﬁijjjjﬁj]jjﬁ]]jﬁj]jjljijj}ﬁﬁ]jjﬁiﬁﬁﬁﬁﬁﬁﬁﬁjjﬁﬁjjiljj]jjj‘ Privacy Budget 1.0
I - S e S i Competitor: A baseline based on
................. i' FLEX [VLDBl8]
_‘_ ................................... i
B Improvement over FLEX cdn
...................................... i be attrlbUted tO
== j( -------------- | [¥Tighter sensitivity bounds
F L7 1 YTruncation instead of
\' = | l | | il ........... i Smoothlng
All Queries 0P 18 103D 1d 10°P 168 > 10P ¥ Better composition (across
\ | gueries sharing view)
Y

Stratified by size of query answer



Key highlights of PrivateSQL

¥ View Selection + Synopsis Gagematisraway from one guery at
a time answering

P Bounded privacy loss, consistent answers, avoids some side channel att

¥ Privacy can be defined at multiple resolutions

b Able to specify a rich set of policies, and automatically rewrite views bast
policy

¥ Computing sensitivity for complex S@3lchabeieging

P Our technigues give an order of magnitude tighter bounds on sensitivity than prior wa

¥ Modular architecture allows independent innovation in each c«



Some Open Questions

¥ More sophisticated truncation [Raskhodnikova
FOCS 16; Chen, SIGMOD13]

¥ Theoretical characterization of bias-variance
tradeoff of truncation

¥ Quantifying error in the answers



Summary

¥ Benchmarks can provide valuable insight and fo
research community

¥ Modular architectures like Ektelo can simplify ar
accelerate algorithm development.

¥ PrivateSQL towards declarative interface for
complex queries over multi-relational data
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