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Multiparty Computation

Setting
• n parties, t corrupted, synchronous Network

• Corruption threshold 𝑡 ൌ ሺ𝑛 െ 1ሻ/3

• Dishonest majority with gap 𝑡 ൌ ሺ1 െ 𝜖ሻ𝑛

• Fully Malicious Adversary (Security with Abort)

Target
• Lightweight Cryptographic Primitives (no FHE, LPN)

• Constant Round Complexity

• Improving Communication Complexity



Known Results from Literature

Communication-Efficient but Non-Constant-Round MPC
• Usually based on secret sharings.

• Linear communication (per gate) is achieved in [DN07] for honest majority and [DPSZ12] for 

dishonest majority.

• Recent works even achieve 𝑂ሺ|𝐶|ሻ [GPS21] for strong honest majority (𝑡 ൌ  ሺ1/2 െ 𝜖ሻ𝑛) or dishonest 

majority with gap [GPS22] assuming offline preprocessing with IT security.

• Restriction: Round complexity is linear in the circuit depth.



Known Results from Literature

Constant-Round but Communication-Heavy MPC
• Usually based on garbled circuits [Yao82].

• Following BMR templates [BMR90, DI05], recent constructions achieve 𝑂ሺ 𝐶 𝑛ଶ𝜅ሻ communication 

assuming PRG/RO [WRK17, YWZ20], or 𝑂ሺ|𝐶|𝑛𝜅ሻ assuming DDH + LPN for dishonest majority 

[GLM+24].

• With strong honest majority, [BGH+23] achieves 𝑂ሺ|𝐶|𝜅ሻ communication assuming LPN.

• Restriction: Either require strong assumptions (LPN + Strong honest majority) or incur a large 

communication overhead (linear or quadratic in the number of parties)



Our Question

Can we construct an MPC protocol that achieves 

constant round complexity + constant communication 

complexity (per gate) 

from lightweight cryptographic primitives?



Our Result

Theorem 1.
In random oracles model, there exists a computationally secure 5-round MPC against a fully 

malicious adversary controlling up to 𝑡 ൌ ௡
ଷ
െ 𝜖 parties with communication 𝑂ሺ|𝐶|𝜅 ൅ 𝐷𝑛ଶ𝜅 ൅

𝑛ଷ𝜅ሻ, where |𝐶| is the circuit size, 𝐷 is the circuit depth, and 𝜅 is the computational security 

parameter.



Our Result
Theorem 2.
Assuming random oracles and random OTs, for any constant 0 ൏ 𝜖 ൏ 1, there exists a computationally secure 

ሺ12 ൅ 𝑅ୖ୓୘ሻ-round MPC against a fully malicious adversary controlling up to 𝑡 ൌ ሺ1 െ 𝜖ሻ𝑛 parties with 

communication 𝑂ሺ|𝐶|𝜅 ൅ 𝐷ሺ𝑛 ൅ 𝜅ሻଶ𝜅 ൅ 𝑛ሺ𝑛 ൅ 𝜅ሻଷሻ plus 𝑂ሺ|𝐶| ൅ 𝐷ሺ𝑛 ൅ 𝜅ሻଶ൅𝑛ሺ𝑛 ൅ 𝜅ሻଶሻ instances of ROT 

of message length 𝑂ሺ𝜅ሻ, where |𝐶| is the circuit size, 𝐷 is the circuit depth, 𝑅ୖ୓୘ is the number of rounds of an 

instance of ROT, and 𝜅 is the computational security parameter.

Remarks.

• Theorem 1 + Party Virtualization



Outline

1. Review of Yao’s Garbled Circuits and Starting Idea

2. Compiling Reconstruction Only Message (R-O-M) Protocols

3. Instantiation with DN07 Protocol

4. Communication Efficient Instantiations, Dishonest Majority via Party 

Virtualization, etc



Yao’s Garbled Circuit

Goal: Compute 𝐶ሺ𝑥ଵ, 𝑥ଶሻ

𝑥ଵ 𝑥ଶ

GCሺ𝐶ሻ

OT for Input Wire Labels

𝐶ሺ𝑥ଵ, 𝑥ଶሻ

Idea:
1. Garbler computes an encrypted circuit (garbled circuit) of 𝐶

2. They engage in OT protocols to let Evaluator learn secret keys (wire labels) corresponding to their inputs

3. Evaluator locally evaluate the encrypted circuit

Garbler Evaluator



Yao’s Garbled Circuit

AND

𝑎

𝑏

𝑐

ℓ௔ሺ0ሻ, ℓ௔ሺ1ሻ

Keep in mind:
• For each wire, we have two random wire labels

• The evaluator must always learn exactly one of them

• Evaluator needs wire labels for input wires. 

• Evaluator can compute wire labels for intermediate and output wires  

ℓ௕ሺ0ሻ, ℓ௕ሺ1ሻ

ℓ௖ሺ0ሻ, ℓ௖ሺ1ሻ



BMR Template for MPC

Main Difficulty
• Computing the cipher-text (gate tables) securely 

where both key and message are secretly shared.

• Need to use the underlying encryption scheme in a 

non-black-box way.

The parties generate a single garbled circuit together



Our Idea: Round Collapsing

• We will take a non-constant round protocol P and compile it into a constant round 

protocol 

• Blueprint: Each party will prepare a garble circuit for their next message function 

for each round of P

• All garbled circuits are sent to an evaluator who will run then without any further 

interaction

Used in a few previous works such as [GIS+11, GS18..]



Main Issue: Round Collapsing

𝑓ଵ
ሺଵሻ

Round 1

𝑓ଵ
ሺଶሻ

𝑓ଵ
ሺଷሻ

𝑓ଵ
ሺସሻ

𝑓ଶ
ሺଵሻ

Round 2

𝑓ଶ
ሺଶሻ

𝑓ଶ
ሺଷሻ

𝑓ଶ
ሺସሻ

• All garbled circuits are sent to an evaluator who 

will execute them without any further interaction

• Issue: output of GCs for round 1 is input for 

GCs for round 2.

• How does evaluator get input wire labels for 

round 2 onwards?

• Previous works: use hardware tokens, OTs,..

Evaluator



Solution Blueprint

𝑓ଵ
ሺଵሻ

Round 1

𝑓ଵ
ሺଶሻ

𝑓ଵ
ሺଷሻ

𝑓ଵ
ሺସሻ

𝑓ଶ
ሺଵሻ

Round 2

𝑓ଶ
ሺଶሻ

𝑓ଶ
ሺଷሻ

𝑓ଶ
ሺସሻ

• Very beginning: All parties secret share input wire 

labels for all GCs which they prepare. Hardcoded in 

all GCs.

• Say each GC could compute the ENTIRE first 

round output

• Each 1st round GC knows the full input for 2nd

round GC

• GC can choose and output the share of the right 

wire label. Given shares: evaluator can reconstruct 

input wire labels for 2nd round!     

Evaluator



Looking Ahead

𝑓ଵ
ሺଵሻ

Round 1

𝑓ଵ
ሺଶሻ

𝑓ଵ
ሺଷሻ

𝑓ଵ
ሺସሻ

𝑓ଶ
ሺଵሻ

Round 2

𝑓ଶ
ሺଶሻ

𝑓ଶ
ሺଷሻ

𝑓ଶ
ሺସሻ

• Say each GC could compute the ENTIRE first 

round output

• Each 1st round GC will be able to compute a 

SHARE of the 1st round output      Evaluator
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Notation

• Notation: 𝑥 ௗ denotes a degree-𝑑 sharing of the value 𝑥.

• Properties:

1. Linear Homomorphism:

𝑥 ൅  𝑦 ௗ  ൌ  𝑥 ௗ  ൅  𝑦 ௗ

2. Multiplication increases the degree:

𝑥 ⋅ 𝑦 ௗభାௗమ  ൌ  𝑥 ௗభ ⋅ 𝑦 ௗమ

Addition of two degree-𝑑 polynomials

is still a degree-𝑑 polynomial.

Multiplying a degree-𝑑ଵ polynomial

and a degree-𝑑ଶ polynomial yields a

degree-(𝑑ଵ ൅ 𝑑ଶ) polynomial



Reconstruction‐Only‐Message Protocols
For many of secret-sharing-based MPC protocols,
• Can be separated into the preprocessing phase and online phase

• preprocessing phase has constant rounds.

• Online phase only involves public reconstruction

• Parties send shares, reconstruct a secret to be used in the next round 

• Can potentially be run over the broadcast channel

• No private message

• Each party only uses the reconstruction results as inputs in the next round

• Individual shares are not important



Reconstruction‐Only‐Message Protocols

𝑓ଵ
ሺଵሻ

Round 1

𝑓ଵ
ሺଶሻ

𝑓ଵ
ሺଷሻ

𝑓ଵ
ሺସሻ

𝑓ଶ
ሺଵሻ

Round 2

𝑓ଶ
ሺଶሻ

𝑓ଶ
ሺଷሻ

𝑓ଶ
ሺସሻ

ሾ𝑧ሿ 𝑧

Can be public

Evaluator

• Many popular protocols in the 
literature satisfy this R‐O‐M format

• In [DN07] parties execute 
multiplication gate locally. To do 
degree reduction, reconstruct 
output wire value (masked with a 
random secret)



Focus on 1st GC of 2nd Round: 1st input bit

𝑓ଵ
ሺଵሻ

Round 1

𝑓ଵ
ሺଶሻ

𝑓ଵ
ሺଷሻ

𝑓ଵ
ሺସሻ

𝑓ଶ
ሺଵሻ

Round 2

ሾ𝑧ሿ 𝑧

Can be public

Evaluator

• z (bit) needs to be given as input to 
𝑓ଶ
ሺଵሻ. Denote input wire by w

• 1st round GC have shares of wire 
labels ℓ௪ 0 , ℓ௪ 1

• If z =0, 1st round GC of i‐th party  
must output i‐th share of ℓ௪ 0 , 
else i‐th share of ℓ௪ 1



Focus on 1st GC of 2nd Round: 1st input bit

𝑓ଵ
ሺଵሻ

Round 1

𝑓ଵ
ሺଶሻ

𝑓ଵ
ሺଷሻ

𝑓ଵ
ሺସሻ

𝑓ଶ
ሺଵሻ

Round 2

ሾ𝑧ሿ 𝑧

Can be public

Evaluator

• Note that

ℓ௪ 𝑧 ൌ ℓ௪ 0 ൅ 𝑧 ⋅ ሺℓ௪ 1 െ ℓ௪ሺ0ሻሻ

• 1st round GCs have shares of wire labels 
ℓ௪ 0 , ℓ௪ 1 . Also have shares of z.

• GCs can locally compute share of ℓ௪ 𝑧
(with some degree increase) and output 
(along with share of z)



More Precisely

𝑓ଵ
ሺଵሻ

Round 1

𝑓ଵ
ሺଶሻ

𝑓ଵ
ሺଷሻ

𝑓ଵ
ሺସሻ

𝑓ଶ
ሺଵሻ

Round 2

ሾ𝑧ሿ 𝑧

Can be public

Evaluator

• The party 𝑃ଵ shares ℓ௪ 0 ଷ௧ and ℓ௪ 1 െ ℓ௪ሺ0ሻ ௧.

Other parties put these shares into their GCs.

• With 𝑧 ଶ௧, all GCs can locally compute and output

ℓ௪ 𝑧 ଷ௧ ൌ ℓ௪ 0 ଷ௧ ൅ 𝑧 ଶ௧ ⋅ ℓ௪ 1 െ ℓ௪ 0 ௧

• If Evaluator learns both 𝑧 ଶ௧ and ℓ௪ 𝑧 ଷ௧, he can 
reconstruct ℓ௪ 𝑧 and evaluate GCሺ𝑓ଶ

ଵ ሻ.



Summary of the Idea

Round 1Garblers Evaluator

GC 𝑓ሚ௜
ଵ

௜ୀଵ

௞

GC 𝑓ሚ௜
ଶ

௜ୀଵ

௞

GC 𝑓ሚ௜
ଷ
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௞

GC 𝑓ሚ௜
ସ
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௞
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ଵ
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ଵ

GC 𝑓ሚଷ
ଵ

GC 𝑓ሚସ
ଵ

GC 𝑓ሚଵ
ଶ𝑧 ଶ௧, ℓ௪ 𝑧 ଷ௧

𝑧, ℓ௪ሺ𝑧ሻ

Round 2



Summary of the Idea

Round 1Garblers Evaluator

GC 𝑓ሚ௜
ଵ
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௞

GC 𝑓ሚ௜
ଶ
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௞
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ଷ

௜ୀଵ

௞
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ସ

௜ୀଵ

௞

GC 𝑓ሚଵ
ଵ

GC 𝑓ሚଶ
ଵ

GC 𝑓ሚଷ
ଵ

GC 𝑓ሚସ
ଵ

GC 𝑓ሚଵ
ଶ𝑧 ଶ௧, ℓ௪ 𝑧 ଷ௧

𝑧, ℓ௪ሺ𝑧ሻ

Round 2

Security?

Claim: Evaluator learns no information 

about ℓ௪ሺ1 െ 𝑧ሻ
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Instantiation – DN Protocol

1. Each party shares his input using a degree-𝑡 Shamir secret sharing

2. Evaluate the circuit gate by gate:

• Addition: Local Computation due to linearity of Shamir

• Multiplication: Compute 𝑥 ⋅ 𝑦 ଶ௧ ൌ 𝑥 ௧ ⋅ 𝑦 ௧ and reduce its degree back to 𝑡

1. Prepare double sharings ሺ 𝑟 ௧, 𝑟 ଶ௧ሻ in the preprocessing

2. Compute 𝑧 ଶ௧ ൌ 𝑥 ⋅ 𝑦 ଶ௧ ൅ 𝑟 ଶ௧ and publicly reconstruct 𝑧

3. Locally compute 𝑥 ⋅ 𝑦 ௧ ൌ 𝑧 െ 𝑟 ௧

3. Reconstruct output sharings
The only communication in online phase
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Extensions

• Getting communication efficiency: 

• Use GPS22 protocol with packed secret sharing and a modified degree 

reduction technique

• Use Packed Secret Sharing from AG Code

• Towards dishonest majority using party virtualization + MPC in the head 

• Malicious setting: Use MACs



Future Directions

• Circuit-depth Dependent Term: 𝑂ሺ𝐷 𝑛 ൅ 𝜅 ଶ𝜅ሻ

• Due to the use of packed secret sharing in our instantiation of non-constant-round MPC

• Concrete Efficiency:  

• We mainly target for the asymptotic complexity and the construction is not ready to be used in 

practice.

• Random Oracle Model:

• Required in our work to support freeXOR, compact commitments. 



Thanks!


