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Secure Multiparty Computation

* How to compute f(a, b, c,d) securely?
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Oblivious Transfer & VOLE

Degree 1 correlations



Vector Oblivious Linear Evaluation (VOLE)

Sender

Ob_livious Transfer:
Ale {0,1}"

AlETF
Bl [c]e F" [A] |B
mo = H(@),

my; = H([BJ—[A]) -

Vector OLE:

. [4le Fm

e Useful in some cases.

Receiver




VOLE in
Cryptography

Zero-Knowledge Proofs

VOLE-based Zero-Knowledge proofs allow secure verification of data without
revealing the data itself.

Private Set Intersection

VOLE-based Private Set Intersection enables secure comparison of datasets
without revealing the individual data elements.

Multiparty Computation

In Multiparty Computation,VOLE and Oblivious Transfer (OT) ensure that
computations are performed privately and securely.

Post-Quantum Cryptography

Post-Quantum Cryptography relies on VOLE for robust security against quantum
computer attacks.
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Silent Vole & OT: Setup
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Silent Vole & OT: Setup

Sender Receiver
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Silent Vole & OT: Setup
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Silent Vole & OT: Setup

Sender
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Silent Vole & OT: Setup
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Silent Vole & OT: Setup
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SilentVole & OT
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Primer: LPN

Primal LPN
(s,e) =—=> m A OF

« Dense s € F}
*  Weight-t sparse e € F}'

Security: (A, T) ~ (A, $)

Dual LPN

3

(e)=» m—n

*  Weight-t sparse e € F}!

(G6,7) = (G, $)

[ > |
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SilentVole & OT

* Want to generate millions of OT/VOLEs

* Very large LPN instances. Sender Receiver
Gen,
223

_ ke
22 G =
2 PPRF

BI

kq

L PPREN
| I

e Classic LPN — uniform G \ PN / \ PN/

¢ 0(n?) = 2*° time! @, H ,

e Structured LPN,

* Allow G to have special structure

C+B =04

4],
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+
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The Need for Speed

* How to choose G?

* Fast multiplication

!/
* High minimum distance = security b

* PQC Community
* Quasi cyclic codes poly | poly

* Polynomial multiplication
« FFT O(nlogn) p1|'|B1|Hp2||B2| mod (X" + 1)
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The Need for Speed

223
* How to choose G?
222 G = |B
* Fast multiplication
* High minimum distance = security B’
* PQC Community
e Silver Codes i
1 1 1 1 11
e Ultra fast LDPC code 1 1 1 1 1 1
* No proof = insecure 1 1 1 11 1
e Heuristic evidence m 1 1 1 1 1 11
1 1 1 1 1 1
1 1 1 1 1
1 1 1 1 1
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The Need for Speed

223
* How to choose G?
222 G = |B
* Fast multiplication
!/
* High minimum distance = security B
* PQC Community
* Silver Codes
11 1 111 1
1 1 1 1
* Expand Accumulate ! R .
G — 11 1 1 1
1 11 11 1 1
* Moderately fast 11 1 1111
1 11 1 1

* Proof of distance
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[Raghurama,Rindal, Tanguy23]

The Need for Speed

223

How to choose G?

* Fast multiplication G

!
* High minimum distance = security B

PQC Community

Silver Codes

Expand Accumulate ! 11 11111

Expand Convolute rot 1 1 1111

* faster 1 1

1 1 1
* Proof of distance O |
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[Kolesnikov,Peceny,Rachuri,Raghuraman,Rindal,Shah25]

The Need for Speed

How to choose G?

* Fast multiplication

!
* High minimum distance = security B

PQC Community

Silver Codes

Expand Accumulate

T
Expand Convolute \

Block Accumulate
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The Need for SPeed [Raghurama,Rindal, Tanguy23]
[Kolesnikov,Peceny,Rachuri,Raghuraman,Rindal,Shah25]

223
* How to choose G?
222 G = |B
* Fast multiplication
* High minimum distance = security B’

PQC Community

n = 220

e Silver Codes 194

200
* Expand Accumulate

ms
* Expand Convolute 100
e Block Accumulate 11
Q() \Qﬁ’f


https://orcid.org/0000-0002-6645-0106
https://orcid.org/0000-0001-7209-3494

[Boyle,Couteau,Gilboa, Ishai, Kohl,Rindal,Scholl 1 9]
[Couteau,Rindal,Raghuraman2|]

[Boyle,Couteau,Gilboa,lshai,Kohl,Resch,Scholl22]
The Need for SPeed [Raghurama,Rindal, Tanguy23]
[Kolesnikov,Peceny,Rachuri,Raghuraman,Rindal,Shah25]

223
* How to choose G?
222 G = |B
* Fast multiplication
* High minimum distance = security B’

PQC Community

Silver Codes 194
200
Expand Accumulate 140 ~330 Millions OTs / second

ms Laptop GPU
100

Expand Convolute

Block Accumulate
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How to choose G!?
G

* Fast multiplication

!/
* High minimum distance = security B

* PQC Community

* Silver Codes 194
200

* Expand Accumulate 140
ms

* Expand Convolute 100 64

* Block Accumulate

G o C
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Beaver Triples & Beyond

Degree 2 correlations



Secure Multiparty Computation

* How to compute f(a, b, c,d) securely?

lal le]

D "
il ‘
»

|>. [i]

[da]
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implement - [Rindal25]

Degree 2 Correlation

Degree 1 Degree 2
& . U
al  =|c|-|B A|O|D|=|c|+B| modF,
* Oblivious Transfer (extension)  Linear Evaluation 4;D; = B; + C;,

 Vole * BeaverTriples  [A4;], [B;], [C;] = [A;][B;]
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implement - [Rindal25]

Degree 2 Correlation

Degree 2

AlO|D|=|Cc|+|B mod F,

* Linear Evaluation A;D; = B; + C;,
* BeaverTriples  [[A;], [B;], [C;] = [A;][B;]
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implement - [Rindal25]

Degree 2 Correlation

Degree 2
PPRF _ L
Sender Gen Receiver
" AlO|D|=|c|+HB| modF,
ﬁp_RR

* Linear Evaluation A;D; = B; + C;,
* BeaverTriples  [[A;], [B;], [C;] = [A;][B;]
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implement - [Rindal25]

Degree 2 Correlation

Degree 2

AlO|D|=|Cc|+|B mod F,

* Linear Evaluation A;D; = B; + C;,
* BeaverTriples  [[A;], [B;], [C;] = [A;][B;]
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. implement - [Rindal25]
Degree 2 Correlation

Degree 2

Coefficients | Evaluations

]
]
—
|

\M * sparse vector = sparse polynomial

* mod (X" +1)

0x10 + + 0x8 +0x7 +0x° +0x> +M+Ox1 +0x°
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implement - [Rindal25]

Degree 2 Correlation

Degree 2

Coefficients | Evaluations

AlO|D|=|Cc|+|B mod F,

* sparse vector = sparse polynomial
* mod (X" +1)
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implement - [Rindal25]

Degree 2 Correlation

Degree 2

Coefficients | Evaluations

/\/\/ A|O|D|=|c|+HB| modF,

d
\ /\/\
N/ * sparse vector = sparse polynomial

* mod (X" +1)
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implement - [Rindal25]

Degree 2 Correlation

Degree 2

Coefficients | Evaluations

/\/\ AOD|=|c|+B| modFg
a
M * sparse vector = sparse polynomial

* mod (X" +1)

\ m * Polynomial Evaluation = Component-wise
g CLCL\ multiplication




Degree 2 Correlation
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implement - [Rindal25]

Coefficients

Evaluations

2N
VA
\/\

Degree 2

AlO|D|=|Cc|+|B mod F,

* sparse vector = sparse polynomial
* mod (X" +1)
* Polynomial Evaluation = Component-wise

multiplication

.(—IF I/(X™*+ 1)
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Degree 2 Correlation

Degree 2

Coefficients | Evaluations

AlO|D|=|Cc|+|B mod F,

* sparse vector = sparse polynomial
* mod (X" +1)

* Polynomial Evaluation = Component-wise

multiplication

° <— IFq[X]/(Xn + 1)
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implement - [Rindal25]

Degree 2 Correlation

Degree 2

Coefficients | Evaluations

r = 1A AlOID|=|c|+HB mod [,

r =D
— L * sparse vector = sparse polynomial
— * mod (X" +1)
| B * Polynomial Evaluation = Component-wise

multiplication

.(—IF I/(X™*+ 1)

* Evaluations are the roots of (X™ + 1)



Degree 2 Correlation
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implement - [Rindal25]

* Product of sparse polynomials

JAl =[14p mod (X"+1)

A"l =|D'| =t
= |A'D'| = t*

Sender Receiver

DPF

Bl4+[c’l mod (X" + 1)




Degree 2 Correlation

[Boyle,Couteau,Gilboa,lshai,Kohl,Scholl2 ]
implement - [Rindal25]

JAl =14 mod (X" + 1)

A|O|D|=|c|HB| modF,

Sender

Receiver
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. implement - [Rindal25]
Degree 2 Correlation

Sender Receiver

FFT

* Evaluations are the roots of (X™ + 1)
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Optimizations — Stationary Noise

. Sender Receiver
* Amortizing the setup = 5
* Rerun everything?
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Optimizations — Stationary Noise

Sender Receiver
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Optimizations — Stationary Noise

Sender Receiver

* Amortizing the setup = E

* Rerun everything? ]
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Optimizations — Stationary Noise

Sender Receiver
* Amortizing the setu =
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Optimizations — Stationary Noise

Sender Receiver

* Amortizing the setup = E

* Rerun everything? ]
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Optimizations — Stationary Noise

Sender Receiver

* Amortizing the setup

* Rerun everything?

* Stationary noise

* Fix the non-zero positions

* Randomize the values
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Optimizations — Stationary Noise

Sender Receiver
* Amortizing the setup
* Rerun everything?
_Gd) @ | ;)
* Stationary noise ko k,
* Fix the non-zero positions DPF DPF

* Randomize the values

FFT| @ -|r

= 5
T T
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Optimizations — Stationary Noise

Sender Receiver

* Amortizing the setup

* Rerun everything?

* Stationary noise

* Fix the non-zero positions

* Randomize the values
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Optimizations — Stationary Noise

Sender Receiver

* Amortizing the setup

* Rerun everything?

* Stationary noise

* Fix the non-zero positions

* Randomize the values

* Fixed position = more efficient
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Optimizations — Distributed Multi-Point Function

Sender Receiver

* Naive Setup DPF —
H _Gdd) @ 0.9 E

1
PF
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Optimizations — Distributed Multi-Point Function

Sender Receiver

* Naive Setup DPF —

-

H _Gdd) @ 0.9
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Sender Receiver

* Univariate F,[X]/(x+ 1)

° nSq

e Multivariant
FalXq, ..., X1/ (X3 —1,...,X3 - 1)

* Extends to [, Beaver triples

* Any Fields
* Fix issue via Trace(x)

* Matrix Triples




Triple Performance

Macot (2016)

LowDrive (2019)

Ring Lpn PCG (2019/2022)

* New
* Stationary Syndrome Decoding

* Improved Dist. Multi-Point Fn.
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Optiminzing
Pseudorandom Correlation Generators

V’SA Peter Rindal
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