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Secure Multiparty Computation
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• How to compute 𝑓 𝑎, 𝑏, 𝑐, 𝑑  securely?

Correlated Randomness: 𝑥 , 𝑦 , 𝑧

          s.t      𝑥 𝑦 = 𝑧

Input:    𝑎 , 𝑏             

Output: 𝑐 = 𝑎 𝑏
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Oblivious Transfer & VOLE

Degree 1 correlations



𝑉𝑂𝐿𝐸
ReceiverSender

Oblivious Transfer:

• Ԧ𝐴 ∈ {0,1}𝑛

• Δ ∈ 𝔽
• 𝐵, 𝐶 ∈ 𝔽𝑛

• 𝑚0 = 𝐻 𝐵𝑖 ,
• 𝑚1 = 𝐻(𝐵𝑖− )

= Ԧ𝐶 + 𝐵Vector OLE:

• Ԧ𝐴 ∈ 𝔽𝑛

• Useful in some cases. 

𝐵 𝐴 𝐶

Δ  

𝐴 𝐶 𝐵

Δ  

Vector Oblivious Linear Evaluation (VOLE)

𝑨𝚫

𝐴

Δ  

𝐶𝐵

𝐵𝑖

𝐵𝑖 Δ  

𝐴



VOLE in 
Cryptography

Zero-Knowledge Proofs

VOLE-based Zero-Knowledge proofs allow secure verification of data without 

revealing the data itself.

Private Set Intersection

VOLE-based Private Set Intersection enables secure comparison of datasets 

without revealing the individual data elements.

Multiparty Computation

In Multiparty Computation, VOLE and Oblivious Transfer (OT) ensure that 

computations are performed privately and securely.

Post-Quantum Cryptography

Post-Quantum Cryptography relies on VOLE for robust security against quantum 

computer attacks.



= Ԧ𝐶 + 𝐵

Silent VOLE & OT
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𝑘0 𝑘1

Expand Expand

𝑂(𝜅 log 𝑛) 

communication

Non-interactive
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𝑠2 𝑠3

𝑠4 𝑠5 𝑠6 𝑠7

𝑠8 𝑠9 𝑠10 𝑠11
∗ 𝑠12 𝑠13 𝑠14 𝑠15

Left child:   𝑠2𝑖  = 𝐻0 𝑠𝑖    
Right child: 𝑠2𝑖+1 = 𝐻1 𝑠𝑖  

𝑐1 = 0

𝑐2 = 1

𝑐3 = 0

= missing
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Left sum:   𝑙𝑒  = ∑𝑖=𝑒
2𝑒 𝑠2𝑖   

Right sum: 𝑟𝑒  = ∑𝑖=𝑒
2𝑒 𝑠2𝑖+1

Δ
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𝑐2 = 1

𝑐3 = 1

𝑙1, 𝑟1 𝑂𝑇 𝑐1
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𝑠3 = 𝑟1

= missing
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2𝑒 𝑠2𝑖   

Right sum: 𝑟𝑒  = ∑𝑖=𝑒
2𝑒 𝑠2𝑖+1

Δ
𝑐1 = 0

𝑐2 = 1

𝑐3 = 1

𝑙1, 𝑟1 𝑂𝑇 𝑐1

𝑟1

𝑠6 𝑠7

𝑠12 𝑠13 𝑠14 𝑠15

𝑙2, 𝑟2 𝑂𝑇 𝑐2
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𝑠3 = 𝑟1
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Left child:   𝑠2𝑖  = 𝐻0 𝑠𝑖    
Right child: 𝑠2𝑖+1 = 𝐻1 𝑠𝑖  

Left sum:   𝑙𝑒  = ∑𝑖=𝑒
2𝑒 𝑠2𝑖   

Right sum: 𝑟𝑒  = ∑𝑖=𝑒
2𝑒 𝑠2𝑖+1

𝑙1, 𝑟1 𝑂𝑇 𝑐1

𝑟1

𝑠3 = 𝑟1

𝑙2, 𝑟2 𝑂𝑇 𝑐2

𝑙2

𝑠4 = 𝑙2 − 𝑠6

= missing

𝑠10 = 𝑙3 − 𝑠8 − 𝑠12 − 𝑠14

(𝑙3, 𝑟3 + Δ), (𝑙3+Δ, 𝑟3) 𝑂𝑇 𝑐3

(𝑙3, 𝑟3 + Δ)

𝑠11
∗ = 𝑟3 + Δ − 𝑠9 − 𝑠13 − 𝑠15

       = 𝑠11 + Δ

Δ
𝑐1 = 0

𝑐2 = 1

𝑐3 = 1

𝑠1

𝑠2

𝑠5
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∗ 𝑠12 𝑠13 𝑠14 𝑠15

(𝑙3, 𝑟3 + Δ), (𝑙3+Δ, 𝑟3) 𝑂𝑇 𝑐3

(𝑙3, 𝑟3 + Δ)

𝑠8 𝑠9 𝑠10 𝑠11 𝑠12 𝑠13 𝑠14 𝑠15
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(𝑙3, 𝑟3 + Δ), (𝑙3+Δ, 𝑟3) 𝑂𝑇 𝑐3

(𝑙3, 𝑟3 + Δ)
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Δ
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𝑙2
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𝑠8 𝑠9 𝑠10 𝑠11
∗ 𝑠12 𝑠13 𝑠14 𝑠15𝑠8 𝑠9 𝑠10 𝑠12 𝑠13 𝑠14 𝑠15𝑠11
∗
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Repeat

𝑠8 𝑠9 𝑠10 𝑠11 𝑠12 𝑠13 𝑠14 𝑠15 𝑠8 𝑠9 𝑠10 𝑠11
∗ 𝑠12 𝑠13 𝑠14 𝑠15

𝑠1

𝑠2 𝑠3

𝑠4 𝑠5 𝑠6 𝑠7

𝑠1

𝑠2 𝑠3

𝑠4 𝑠5 𝑠6 𝑠7

Δ

𝑂𝑇

𝑂𝑇

𝑂𝑇

𝑠8 𝑠9 𝑠10 𝑠11 𝑠12 𝑠13 𝑠14 𝑠15

𝑠8 𝑠9 𝑠10 𝑠11
∗ 𝑠12 𝑠13 𝑠14 𝑠15𝑠8 𝑠9 𝑠10 𝑠12 𝑠13 𝑠14 𝑠15𝑠11
∗

0 0 0 1 0 0 0 0

=
Δ *

−
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𝐴′ 𝐶′𝐵′

𝑘0 𝑘1

PPRF PPRF
𝐶′ + 𝐵′ = Δ 𝐴′

𝐵′

𝐺 𝐵=

LPN LPN

𝐺 𝐴= 𝐺 𝐶=

𝐶′
𝐴′

𝑃𝑃𝑅𝐹
 𝐺𝑒𝑛

, ,Δ
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𝐴′ 𝐶′𝐵′Δ

𝑘0 𝑘1

PPRF PPRF
𝐶′ + 𝐵′ = Δ 𝐴′

𝐵

LPN LPN

𝐴 𝐶Δ  ,

Ԧ𝐶 + 𝐵 = Δ Ԧ𝐴

𝑃𝑃𝑅𝐹
 𝐺𝑒𝑛

, ,
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Primer: LPN

𝐴

𝑛

𝑚
𝑠

+ 𝑒 = 𝑟

Primal LPN

(𝑠, 𝑒)

• Dense 𝑠 ∈ 𝔽2
𝑛

• Weight-𝑡 sparse 𝑒 ∈ 𝔽2
𝑚

𝑚 − 𝑛

=

Dual LPN

(𝑒)

• Weight-𝑡 sparse 𝑒 ∈ 𝔽2
𝑚

𝐺 Ƹ𝑟

𝑒

𝑚

𝑨, 𝒓 ≈ (𝑨, $)Security: 𝑮, ො𝒓 ≈ (𝑮, $)
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𝐴′ 𝐶′𝐵′Δ

𝑘0
𝑘1

PPRF PPRF
𝐶′ + 𝐵′ = Δ 𝐴′

𝐵

LPN LPN

𝐴 𝐶Δ

Ԧ𝐶 + 𝐵 = Δ Ԧ𝐴

𝑃𝑃𝑅𝐹
 𝐺𝑒𝑛

, ,

, ,

• Want to generate millions of OT/VOLEs

• Very large LPN instances.

• Classic LPN → uniform 𝐺  

• 𝑂 𝑛2 = 245 time!

• Structured LPN,

• Allow 𝐺 to have special structure 

222

223

𝐵′

𝐺 𝐵=

[Boyle,Couteau,Gilboa, Ishai, Kohl,Rindal,Scholl19]



The Need for Speed

• How to choose 𝐺?

• Fast multiplication

• High minimum distance ≈ security

• PQC Community

• Quasi cyclic codes

• Polynomial multiplication

• FFT 𝑂(𝑛 log 𝑛)

[Boyle,Couteau,Gilboa, Ishai, Kohl,Rindal,Scholl19]
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𝐵′

𝐺
𝐵=

poly poly

𝒑𝟏 ⋅ 𝑩𝟏 + 𝒑𝟐 ⋅ 𝑩𝟐 mod (Xn + 1)



The Need for Speed

• How to choose 𝐺?

• Fast multiplication

• High minimum distance ⇒ security

• PQC Community

• Silver Codes

• Ultra fast LDPC code

• No proof

• Heuristic evidence 

[Couteau1,Rindal,Raghuraman21]
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The Need for Speed

• How to choose 𝐺?

• Fast multiplication

• High minimum distance ⇒ security

• PQC Community

• Silver Codes

• Expand Accumulate

• Moderately fast

• Proof of distance 

[Boyle,Couteau,Gilboa,Ishai,Kohl,Resch,Scholl22]
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Beaver Triples & Beyond

Degree 2 correlations



Secure Multiparty Computation

𝑎
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𝑐

𝑑

𝑒

𝑓

𝑔

ℎ

𝑖

• How to compute 𝑓 𝑎, 𝑏, 𝑐, 𝑑  securely?



Degree 2 Correlation

Degree 1

• Oblivious Transfer (extension)

• Vole

= Ԧ𝐶 − 𝐵

Δ  

𝐴 𝐶 𝐵

Degree 2

• Linear Evaluation 𝑨𝒊𝑫𝒊 = 𝑩𝒊 + 𝑪𝒊 ,

• Beaver Triples      𝑨𝒊 , 𝑩𝒊 , 𝑪𝒊 = 𝑨𝒊 𝑩𝒊

𝐷  𝐴 𝐶 𝐵⊙ =  + mod 𝔽𝑞

[Boyle,Couteau,Gilboa,Ishai,Kohl,Scholl19]

implement - [Rindal25]
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 𝐺𝑒𝑛

, ,

Degree 1

⊙ =  + mod 𝔽𝑞

[Boyle,Couteau,Gilboa,Ishai,Kohl,Scholl19]

implement - [Rindal25]



Degree 2 Correlation

Degree 2

• Linear Evaluation 𝑨𝒊𝑫𝒊 = 𝑩𝒊 + 𝑪𝒊 ,

• Beaver Triples      𝑨𝒊 , 𝑩𝒊 , 𝑪𝒊 = 𝑨𝒊 𝑩𝒊

𝐷  𝐴 𝐶 𝐵

ReceiverSender

𝐴′ 𝐶′𝐵′Δ

𝑘0 𝑘1

PPRF PPRF

𝐵

LPN LPN

𝐴 𝐶Δ  ,

𝑃𝑃𝑅𝐹
 𝐺𝑒𝑛

, ,

⊙ =  + mod 𝔽𝑞

[Boyle,Couteau,Gilboa,Ishai,Kohl,Scholl19]

implement - [Rindal25]



Degree 2 Correlation

Degree 2

• Linear Evaluation 𝑨𝒊𝑫𝒊 = 𝑩𝒊 + 𝑪𝒊 ,
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Degree 2 Correlation

Degree 2

• sparse vector  = sparse polynomial

• mod (𝑿𝒏 + 𝟏)

𝐷  𝐴 𝐶 𝐵𝐴′ ⊙ =  +

𝐷′

mod 𝔽𝑞

[Boyle,Couteau,Gilboa,Ishai,Kohl,Scholl19]

implement - [Rindal25]

Coefficients Evaluations

0𝑥10 + 3𝑥9 + 0𝑥8 +0𝑥7 +0𝑥6 +0𝑥5 +1𝑥4 +0𝑥3 +5𝑥2 +0𝑥1 +0𝑥0
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𝐷′

𝐷′

mod 𝔽𝑞

[Boyle,Couteau,Gilboa,Ishai,Kohl,Scholl19]
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𝑟
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⋅

⋅

• Polynomial Evaluation = Component-wise 

multiplication

• 𝑟 ← 𝔽𝑞 𝑋 /(𝑋𝑛 + 1)
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mod 𝔽𝑞
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Degree 2
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𝑟
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⋅ 𝑎

𝑑
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multiplication
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mod 𝔽𝑞
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Degree 2 Correlation

Degree 2

• sparse vector  = sparse polynomial

• mod (𝑿𝒏 + 𝟏)

𝐴′ 𝐷  𝐴 𝐶 𝐵⊙ =  +𝑟

𝑟⋅

⋅ 𝐴=

𝐷  =

• Polynomial Evaluation = Component-wise 

multiplication

• 𝑟 ← 𝔽𝑞 𝑋 /(𝑋𝑛 + 1)

𝐷′

𝐶 𝐵=  +𝐴′ ⋅ ⋅ 𝑟2𝐷′

mod 𝔽𝑞
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implement - [Rindal25]

Coefficients Evaluations

* Evaluations are the roots of 𝑋𝑛 + 1



Degree 2 Correlation

ReceiverSender
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𝐷′
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• Product of sparse polynomials

𝑨′ = 𝑫′ = 𝒕 

     ⇒ 𝑨′𝑫′ = 𝒕𝟐 

𝐴′𝐷′ ⋅ 𝐴′𝐷′=
𝐶′𝐵′

𝐴′𝐷′ ⋅ =  + mod (𝑋𝑛 + 1)𝐵′ 𝐶′

mod (𝑋𝑛 + 1)

(𝑖, 𝑑𝑖) (𝑗, 𝑎𝑗)

[Boyle,Couteau,Gilboa,Ishai,Kohl,Scholl21]

implement - [Rindal25]
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Degree 2 Correlation
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𝐶′𝐶 = 𝐹𝐹𝑇 𝑟2⋅

𝐷  𝐴 𝐶 𝐵⊙ =  + mod 𝔽𝑞

mod (𝑋𝑛 + 1)

(𝑖, 𝑑𝑖) (𝑗, 𝑎𝑗)

[Boyle,Couteau,Gilboa,Ishai,Kohl,Scholl21]
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(𝑗, 𝑎𝑗)

𝐷′𝐷 = 𝐹𝐹𝑇 𝑟⋅ 𝐴 = 𝐹𝐹𝑇 𝑟⋅𝐴′

* Evaluations are the roots of 𝑋𝑛 + 1



Optimizations – Stationary Noise

• Amortizing the setup

• Rerun everything?
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• Randomize the values

ReceiverSender

𝐴′𝐷′

DPF

𝑘1

DPF

𝑘0

𝐷𝑃𝐹

𝐶′𝐵′

(𝑖, 𝑑𝑖)

𝐷 = 𝐹𝐹𝑇 𝑟⋅

𝐵′𝐵 = 𝐹𝐹𝑇 𝑟2⋅

𝐴 = 𝐹𝐹𝑇 𝑟⋅

𝐶′𝐶 = 𝐹𝐹𝑇 𝑟2⋅

[Kolesnikov,Peceny,Raghuraman,Rindal25]

(𝑗, 𝑎𝑗)

𝐴′𝐷′



Optimizations – Stationary Noise

• Amortizing the setup

• Rerun everything?

• Stationary noise

• Fix the non-zero positions

• Randomize the values

• Fixed position ⇒ more efficient
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𝐵′𝐵 = 𝐹𝐹𝑇 𝑟2⋅

𝐴 = 𝐹𝐹𝑇 𝑟⋅

𝐶′𝐶 = 𝐹𝐹𝑇 𝑟2⋅

[Kolesnikov,Peceny,Raghuraman,Rindal25]

(𝑗, 𝑎𝑗)
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Optimizations – Distributed Multi-Point Function

• Naïve Setup DPF
ReceiverSender
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(𝑖, 𝑑𝑖)

[Agarwal,Raghuraman,Rindal25]
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Optimizations – Distributed Multi-Point Function
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• Naïve Setup DPF
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Optimizations – Distributed Multi-Point Function

ReceiverSender

𝐴′𝐷′

DPF

𝑘1

DPF

𝑘0

𝐷𝑃𝐹

𝐶′𝐵′

(𝑖, 𝑑𝑖)

[Agarwal,Raghuraman,Rindal25]

• Naïve Setup DPF
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Optimizations – Distributed Multi-Point Function

ReceiverSender
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[Agarwal,Raghuraman,Rindal25]

• Naïve Setup DPF

• Perform 𝑡2 DPFs

• 𝑂(𝑡2𝑛) work*

• Distributed Multi-Point Function

• New constructions – coming soon

• Equivalent to 𝑂(𝑡2) small DPFs

• 𝑂(𝑛) work

(𝑗, 𝑎𝑗)



Optimizations – Distributed Multi-Point Function

ReceiverSender
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• Naïve Setup DPF

• Perform 𝑡2 DPFs

• 𝑂(𝑡2𝑛) work*

• Distributed Multi-Point Function

• New constructions – coming soon

• Equivalent to 𝑂(𝑡2) small DPFs

• 𝑂(𝑛) work

(𝑗, 𝑎𝑗)

𝑂(𝑛)



Optimizations – Faster & Better FFTs

[Bombar,Bui,Couteau,Couvreau,Servan-Schreiber24]

[Li,Xing,Tao,Yuan25]

implement - [Rindal25]

• Univariate  𝔽𝒒 𝑿 /(𝒙 + 𝟏)

• 𝑛 ≤ 𝑞

• Multivariant 

𝔽𝟒 𝑿𝟏, … , 𝑿𝒏 /(𝑿𝟏
𝟑 − 𝟏, … , 𝑿𝒏

𝟑 − 𝟏)

• Extends to 𝔽2 Beaver triples

• Any Fields

• Fix issue via 𝑇𝑟𝑎𝑐𝑒(𝑥)

• Matrix Triples
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Triple Performance 

• Macot (2016)

• LowDrive (2019)

• Ring Lpn PCG (2019/2022)

• New

• Stationary Syndrome Decoding

• Improved Dist. Multi-Point Fn.

100

50

𝟏𝟔𝟔

𝟑𝟑

𝑛 = 220

𝑠𝑒𝑐.

𝟏𝟎 < 𝟏

150



Peter Rindal

Optiminzing

     Pseudorandom Correlation Generators
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