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% » Party P; € P holds input x;
% / \ % > Honest parties output f(x1,...,X,)
‘ ‘ (correctness)
» Adversary learns nothing about
honest parties’ inputs (privacy)

9 » Input independence, fairness, ...
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Network models for MPC

Synchrony

» Round-based executions

> Messages delivered by start of next round

> Easy to design/specify protocols, less realistic
Asynchrony

» Eventual message delivery (arbitrary but finite delay)

> Event-based protocol design, opportunistic executions

Is It Even Possible? 3/29
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The main challenge in asynchrony

» Timeouts are not possible

» Can't distinguish between silent corrupted party and
slow honest party

> An honest party can only wait for messages from n — t parties

Is It Even Possible? 4/29
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Some inherent barriers

» Input incompleteness (with eventual termination):

> Adversary can choose core set Z C P of input providers
> |Z| > n— t but may include all t corrupted parties

Trusted party

_,| [] Xj ifP,'EI
X 1| =
’ L ifPeP\T

» Asynchronous Byzantine agreement (and hence MPC)
impossible for t > n/3, even computational

Is It Even Possible? 5/29



Adapting synchronous protocols for asynchrony

perfect MPC: t < n/3 [BGW'88] t < n/4 [BCG'93]

statistical MPC: t < n/2 [RB’'89] t < n/3 [BKR'94]
low-communication MPC: t < n/2 [CDN'01] t < n/3 [HNP'05]
O(1)-round MPC (FHE): ¢ < n/2 [AJLTVW'12] t < n/3 [Coh’16]
O(1)-round MPC (GC): t < n/2 [BMR'90] t < n/3 [CGHZ'16]
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low-communication MPC: t < n/2 [CDN'01] t < n/3 [HNP'05]

O(1)-round MPC (FHE): ' t < n/2 [AJLTVW'12]  t < n/3 [Coh’16]
O(1)-round MPC (GC): t < n/2 [BMR'90] t < n/3 [CGHZ'16]
O(1)-round parallel BA: t < n/3 [BE'03] t < n/3 [CFGPZ'23]

Meta-question: Can we do this generically? (cf. [IKPSY'16])

This work: A new separation via parallel composition of MPC

Is It Even Possible? 6 /29
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Parallel composition of (synchronous) MPC

» Party P; has input (X1, %07, .., Xm)

» Denoted [fi || -+ || fm]
P Input independence across computations

> Naive solution: compute the parallel function from scratch!

Is It Even Possible? 7/29



Composing synchronous protocols with a committal round

no leakage about output
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Composing synchronous protocols with a committal round

no leakage about output

rounds| f--------- - ------ e sataatatatats
output is committed

1. Run all protocols up to their committal round

2. Resume all protocols and continue to termination

Is It Even Possible? 8/29
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Asynchronous parallel composition

Effective inputs depend on input values + set(s) of input providers

)?1|I ’?m|z
[fi ” e ” fm]strong: ¢ ‘L
Requires single core set 7
{ }
n Ym
1+ | b An Rl
Allows different core sets (Z1,...,7)
(core set independence)
n Ym

Question: What are the minimal assumptions we need
to make on the protocols?

And how non-black-box do we need to be?

Is It Even Possible? 9/29



Black-box parallel composition
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“knowing the code” of f (local oracle access allowed) [Ros'12]
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» Functionally black-box (FBB) protocol: computes f without
“knowing the code” of f (local oracle access allowed) [Ros'12]

FBB parallel composition

Compute [f || - - || fm] using access to (oracle-aided) ideal
functionalities Fi,..., Fm.

» Protocol black-box (PBB) protocol: corresponds to the
classical notion of (protocol) black-box constructions

PBB parallel composition

Compute [f1 || - -+ || fm] using black-box access to (arbitrary) secure
protocols 7y, ..., m, (cf. [IKOS'07]).

» We can do PBB synchronous parallel composition [CCGZ'17]
» Black-box asynchronous parallel composition seems bleak...
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2. Impossibility results
FBB Parallel Composition
PBB Parallel Composition
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FBB impossibility of weak parallel composition

There are classes of functions for which it is impossible to compute
[fi || £2]weax in an FBB manner.
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FBB impossibility of weak parallel composition

There are classes of functions for which it is impossible to compute
[fi || £2]weax in an FBB manner.

> Unlike [IKPSY'16], allow access to oracle-aided functionalities

> Goal is to break core set independence
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» In the proof, we only need to work with point functions f; and
f> and carefully distributed inputs x; and X

> We specify a particular adversary that tries to get the output
for one function while it still has time to choose the input
providers for the other one

» = will break input independence between the two
functionalities
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Sketch of the proof (2/2)

» We prove that for the above adversary the FBB protocol must
use F; and F, to compute f; and £ on the actual inputs
> All queries of the form )‘(',-|I must run through F;
> Otherwise, some party may learn the private input of another
honest party
> The >_<}|I that are used in the final output must be queries
from f;
> Otherwise, one can find another function f/ that behaves the
same on all queried points but has a different value on the
point used in the output

» Using the above lemma and the particular adversarial strategy
we can show that the output distribution in the real world
cannot be reproduced in the ideal world, regardless of the
simulator’s strategy

Is It Even Possible? 15 /29
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Our results

Type | FBB | Generic PBB | Conditional PBB
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P Impossibility results rule out even computational security
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(Generic) PBB impossibility of weak parallel composition

Assuming Threshold FHE, there are classes of functions for which
it is impossible to compute [f; || f2]weak in @ PBB manner.

Challenges:
» Protocol transcripts may reveal the function

» Compiler may coordinate executions (e.g., by strategically
pausing on "committal point”)

Is It Even Possible? 18 /29



Proof Strategy
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Proof Strategy

We introduce a custom A-MPC protocol based on Threshold FHE
that thwarts these compiler advantages

> Hides the function within its transcript v/
» Has no identifiable “committal point” before the output v

» The high-level logic of the attack follows the FBB case (with
a far more complex and nuanced argument)

Is It Even Possible? 19 /29



Comments on the second impossibility

» Implies PBB impossibility of strong parallel composition
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Comments on the second impossibility

» Implies PBB impossibility of strong parallel composition

» Rules out security against semi-malicious adversaries
(the attack still doesn't need to crash any parties but relies on
strategically selecting random coins by the corrupted party)

Is It Even Possible? 20 /29



3. Feasibility results
Strong Parallel Composition
Weak Parallel Composition
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Our results

Type | FBB | Generic PBB | Conditional PBB
Strong | X X v
Weak X X v

P Impossibility results rule out even computational security

> FBB: static fail-stop adversary
> PBB: static semi-malicious adversary

> Feasibility results work for known protocols

Is It Even Possible?

22/ 29



Agreement on a core set (ACS) [BCG'93]

> Allows parties to agree on a common subset of input providers

Is It Even Possible? 23 /29



Agreement on a core set (ACS) [BCG'93]

> Allows parties to agree on a common subset of input providers

» Accepts dynamic inputs j that form cumulative sets S;

Jjes
f;\(ﬁs

Is It Even Possible? 23 /29



Agreement on a core set (ACS) [BCG'93]

> Allows parties to agree on a common subset of input providers

» Accepts dynamic inputs j that form cumulative sets S;

Jjes
E’ Fus

» Preconditions:

> Honest P; eventually has |S;| > n—t
> Cumulative sets of honest parties converge

Is It Even Possible? 23 /29



Agreement on a core set (ACS) [BCG'93]

> Allows parties to agree on a common subset of input providers

» Accepts dynamic inputs j that form cumulative sets S;

Jjes
E
I

» Preconditions:
> Honest P; eventually has |S;| > n—t
> Cumulative sets of honest parties converge

» Output: |Z| > n— t and eventually Z C Sy for all honest Py

Is It Even Possible? 23 /29
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ACS-decomposable protocols

m makes an identifiable subroutine call to pacs

computes f

1. @ computes the same function

2. Simulator for # chooses same core set as Facg

» Known asynchronous MPC protocols are ACS-decomposable I

Is It Even Possible? 24 /29




Conditional PBB feasibility of strong parallel composition
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Conditional PBB feasibility of strong parallel composition

[fi |l -+ || fm]strong can be computed using only black-box access
to ACS-decomposable protocols for fi,. .., fy.

_____________________

Com pstrong(ﬂ-l ) 7T2)

What if we only want weak parallel composition?

Is It Even Possible? 25 /29
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Asynchronous committal point

» Asynchronous analogue of a committal round
» Should be locally identifiable
> Not all honest parties will reach it at the same time

» Note: ACS-decomposable protocols have an asynchronous
committal point

Is It Even Possible? 26 / 29



Conditional PBB feasibility of weak parallel composition

[fi]l -+ || fm]weak can be computed using only black-box access to
protocols for fi, ..., fp, with an asynchronous committal point.
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Conditional PBB feasibility of weak parallel composition

[fi]l -+ || fm]weak can be computed using only black-box access to
protocols for fi,. .., fy, with an asynchronous committal point.
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Conditional PBB feasibility of weak parallel composition

[fi]l -+ || fm]weak can be computed using only black-box access to
protocols for fi,. .., fy, with an asynchronous committal point.

: -
1
1
1

I — [

Com pwea,k(ﬂ’l 9 7727 7T3)

Conjecture: Not enough structure for strong parallel composition

Is It Even Possible? 27 /29
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FBB asynchronous parallel composition is impossible
Generic PBB strong parallel composition is impossible

Both strong and weak parallel composition become feasible
when given black-box access to protocols that exhibit a basic
structure — a property satisfied by all existing A-MPC
protocols (sometimes with only minor mods)

Our compiler for strong parallel composition also preserves
round complexity, provided that the ACS is the only
component with probabilistic termination in the underlying
protocols — which holds for all existing A-MPC protocols
(sometimes with only minor mods)

A new separation between synchrony and asynchrony

Is It Even Possible? 28 /29
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