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● Aggregation [Lots of works], do not have a join operation
● Join: PSI, Server sees its own data

We want

● Join and Aggregation
● User delegates MPC computation
● User data remains hidden from Advertiser, Publisher, Adtechs and MPC 

parties
● 3 party honest majority, maliciously secure MPC
● Scale to up to 100B inputs
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Attribution, Late Binding

Advertiser

User Device

generates 
match keyes 

(unique per ad): 
mk1, mk2

Publisher

buyad1

ad2
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Enc(mk1)

report:
Enc(mk2) report:
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Background, Late Binding

MPC Service

join & aggregate
Publisher Advertiser

(Enc(mk), v)(Enc(mk), bk)
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Boolean Secret Sharing

(rather than arithmetic secret sharing)

● User Devices submit small shares ⇒ natural robustness
● small shares ⇒ small report sizes
● small shares ⇒ lower shuffle communication cost ( ~ 2.4n for n bit shares)
● n bit Integer Addition takes n rounds, n bits of communication [KolSadSch09]
● Shares can be extended easily, no overflow issues
● flexible handling of small (10T reports) and large (100B reports) queries
● maliciously secure AND gates via distributed ZKPs (DZKP) 

[BonBoyCorGilIsh19, BoyGilIshNof19, LiDuaHuaHonZhaSon23]
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To join ads, i.e. (mk, bk, 0), with purchases, i.e. (mk, 0, v):

● Compute PRF(k, mk) in MPC and reveal
● ABY3 [MohRin18] share extension from Boolean to ℤp
● The DY PRF [DodYam05] can be computed using a single multiplication in ℤp 

[JarLiu09, MiaPatRaySetYun20, DoeKonLeeSheLaK23]

Reports after join: (bk, v)

Leakage: Reveals which reports have the same mk
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Aggregation

To aggregate events (bk, v):

● Reveal bk
● Add v to histogram bucket bk

Leakage: Reveals amount of joined reports per breakdown
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● Most of the communication is across parties
● Within Party: Only resharding & shuffling
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1. assign each element to a uniform shard

Improvements to Secure Shuffle, Sharding

Only operation across MPC rings: 

Applying a permutation across shards within an MPC party

Perfect Sharded Shuffle:

Shard 1

Shard 2

…

Shard 1

Shard 2

…

2. perfectly shuffle elements in shards

Shard 1
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Improvements to Secure Shuffle, Protocol

Semi Honest [AraFurOhaPinRosTsu21]: 

● 4n bits per n bit report (total) communication and 2 rounds

Malicious (ours, MACs)

● 7n + 4𝛌 bits per n bit report (total) communication and 4 (synchronous) rounds
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Streaming

Party 1 Party 2 Party 3

Round 1

DZKP

Shuffle c1, c2, c3, c4 c1, c2, c3, c4 c1, c2, c3, c4

Easy to cause deadlocks!
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Challenges: Asynchronous Network, MACs
Party 1 Party 3Party 2

Reveal

Multiply

Seems to require a synchronization round. 

MAC

Zero Check for b: multiply by random r, reveal r*b



Implementation Results

● 256 breakdowns, 3 bit user values to aggregate 



Implementation Results

● 256 breakdowns, 3 bit user values to aggregate 
● 150 c6id.8xlarge EC2 (32 virtual CPU cores, 64 GB of RAM) with 10 Gbps 

advertised bandwidth, 1 Gbps measured bandwidth



Implementation Results

● 256 breakdowns, 3 bit user values to aggregate 
● 150 c6id.8xlarge EC2 (32 virtual CPU cores, 64 GB of RAM) with 10 Gbps 

advertised bandwidth, 1 Gbps measured bandwidth
● Up to 40 million reports per shard



Implementation Results

● 256 breakdowns, 3 bit user values to aggregate 
● 150 c6id.8xlarge EC2 (32 virtual CPU cores, 64 GB of RAM) with 10 Gbps 

advertised bandwidth, 1 Gbps measured bandwidth
● Up to 40 million reports per shard
● Cost per million reports ~ $0.3 (AWS pricing), Advertisement cost for 1 million 

impressions, ~ $14,000 



Implementation Results

● 256 breakdowns, 3 bit user values to aggregate 
● 150 c6id.8xlarge EC2 (32 virtual CPU cores, 64 GB of RAM) with 10 Gbps 

advertised bandwidth, 1 Gbps measured bandwidth
● Up to 40 million reports per shard
● Cost per million reports ~ $0.3 (AWS pricing), Advertisement cost for 1 million 

impressions, ~ $14,000 

https://github.com/orgs/private-attribution
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