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MPC [Ya087,GMW87,BGW88,CCD88]

- n parties Py,....,P_; some corrupted by a centralized

Y n?

adversary
- P. has private input x.

- Jointly compute f(x;,x,,..x )= (y,y,,..y,.) correctly
(correctness), without leaking anything beyond

(privacy).

Information-theoretic security

- Security: the view of the adversary is

perfectly/statistically simulatable from the input/output
of the corrupt parties;




Complexity Measures MPC

- Commmunication
- Round

- Computation




Our Concern: Communication complexity
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Synchronous vs Asynchronous Commumnication

d  Synchronous network

¢ Every sent message delivered within a known fixed time ¢ Messages are not re-ordered

d Asynchronous network

¢ Every sent message delivered eventually *** Messages can be re-ordered ** Message scheduling controlled by adversary




Synchronous / Asynchronous Settino

synchronous MPC in particular when the

onous MPC is much faster than

Asynch L5y
any rounds of communication.

protocol has m

e Synchronous setting:
o All messages sent between honest parties arrive within some known bounded delay A
o A is too large - the protocol is inefficient and slow

o A is too small - we lose security or even lead to non-termination

* Asynchronous setting:
* Each message sent between honest parties arrives after some finite, yet unknown, delay

* The adversary can delay messages between honest parties, but those messages must eventually arrive

 Aslow sender cannot be distinguished from a corrupt sender; n-t message may miss the honest
messages

o With small delays, protocols run in real-time in faster speed



Perfect Security with Optimal Resilience

Synchronous [BGWS8S]

Ben Or Goldwasser Wigderson

Any function f can be computed with perfect security in the presence of £ < 1 /3 malicious
corruptions

Ab ? [DPPR25] Ivan Damgard, Shravani Patil, Arpita Patra, Lawrence Roy, New
ort. Upper and Lower Bounds for Perfectly Secure MPC. https://ia.crt/2025/1206

Asynchronous [BCG93]

Ben Or Canetti Goldreich

Any function f can be computed with perfect security in the presence of £ < 1 /4 malicious
corruptions


https://ia.cr/2025/1206

Synchronous Perfect MPC Landscape
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[BTHOS8|: Zuzana Beerliovd-Trubiniovd, Martin Hirt: Perfectly-Secure MPC with Linear Communication Complexity. TCC 2008

|AAPP23] Ittai Abraham, Gilad Asharov, Shravani Patil, and Arpita Patra. “Detect, pack and batch: perfectly-secure MPC with linear

communication and constant expected time.” Eurocrypt 2023.


https://dblp.org/pid/37/665.html
https://dblp.org/pid/37/665.html
https://dblp.org/pid/37/665.html
https://dblp.org/pid/20/2543.html
https://dblp.org/db/conf/tcc/tcc2008.html#Beerliova-TrubiniovaH08
https://dblp.org/db/conf/tcc/tcc2008.html#Beerliova-TrubiniovaH08

Asynchronous Perfect MPC Landscape
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[BCGY3]

Expected time: O(d)
for [AAPIP24]

[PCR10,CP17]

Powers of n

AApP24]  ©OUd + logn) for others

Optimal?
1990 1995 2000 2005 2010 2015 2020 2025

Year

|AAPP24] Ittai Abraham, Gilad Asharov, Shravani Patil, and Arpita Patra. “Perfect asynchronous MPC with linear communication overhead.”
Eurocrypt, 2024.



Perfect Lower Bounds

Setting Resilience Complexity (O) Security Ref
Synchronous n=3t+s,s>0
n|C| Abort [DPPR25]
S

Asynchronous n=4t+s,s>0

Price for Security with optimal resilience!

* The lower bounds hold good for linear (in input size) sized circuits

|DPPR25] Ivan Damgard, Shravani Patil, Arpita Patra, Lawrence Roy, New Upper and Lower Bounds for Perfectly Secure MPC.
https://ia.cr/2025/1206



https://ia.cr/2025/1206

Perfect Upper Bounds

Setting Resilience Complexity (O) Security Ref
Synchronous n=73t+1 [/zA[szA;;’ZI;]Zﬂ

n / [Offz n+ on: 1] GOD
Asynchronous n=4t+1 {gfgggé‘;]] /

|AAPP23] Ittai Abraham, Gilad Asharov, Shravani Patil, and Arpita Patra. “Detect, pack and batch: perfectly-secure MPC with linear
communication and constant expected time.” EUROCRYPT 2023.

|SY24]: Perfectly-Secure MPC with Constant Online Communication Complexity. Yifan Song, Xiaxi Ye. TCC 2024

|AAPP24] Ittai Abraham, Gilad Asharov, Shravani Patil, and Arpita Patra. “Perfect asynchronous MPC with linear communication overhead.”
EUROCRYPT, 2024.

[DPPR25] Ivan Damgard, Shravani Patil, Arpita Patra, Lawrence Roy, New Upper and Lower Bounds for Perfectly Secure MPC.
https://ia.cr/2025/1206



https://ia.cr/2025/1206

Perfect Upper Bounds

Setting Resilience Complexity (O) Security Ref

Synchronous 0 = 3t + O(t)
| GOD (CDPP25]
Asynchronous n =4t + 0O(t)

Conjecture: These protocols are tight for all super constants.

|CDPP25]: Ashish Choudhury, Ivan Damgard, Shravani Patil, Arpita Patra. Information-theoretic MPC with Constant Communication
Overhead. Eprint 2025



Perfect Bounds Summary

Perfect Case almost settled!

Open question: A tight upper bound for the entire range of s. Especially, our protocol
becomes quadratic when s= constant.



Statistical Security with Optimal Resilience

Synchronous [Rabin Ben-Or 89]

Any function f can be computed with statistical security in the presence of £ < 1 /2 malicious
corruptions (+ broadcast channel)

Ab ? [DPPR25] Ivan Damgard, Shravani Patil, Arpita Patra, Lawrence Roy, New
ort. Upper and Lower Bounds for Perfectly Secure MPC. https://ia.cr/2025/1206

Asynchronous [Ben-Or-Kelmer-Rabin 94]

Any function f can be computed with statistical security in the presence of £ < 1/3 malicious
corruptions


https://ia.cr/2025/1206

Synchronous Statistical MPC Landscape

CDD+99]:Efficient multiparty computations secure against an adaptive adversary Ronald C, Ivan D, Stefan D, Martin H Tal R. Eurocrypt 1999
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1 Optimal ?

0

1985 1990 1995 2000 2005 2010 2015 2020 2025

Year

BTHO6|: Zuzana Beerliova-Trubiniova, Martin Hirt: Efficient Multi-party Computation with Dispute Control. TCC 2006.

BFO12]: Eli B, Serge |

H Rafail O.: Near-Linear Unconditionally-Secure Multiparty Computation with a Dishonest Minority. CRYPTO 2012

GSZ20]: Guaranteed Output Delivery Comes Free in HonestMajority MPC. Vipul Goyal, Yifan Song, Chenzhi Zhu. CRYPTO 2020


https://dblp.org/pid/37/665.html
https://dblp.org/pid/37/665.html
https://dblp.org/pid/37/665.html
https://dblp.org/db/conf/tcc/tcc2006.html#Beerliova-TrubiniovaH06
https://dblp.org/db/conf/tcc/tcc2006.html#Beerliova-TrubiniovaH06
https://dblp.org/pid/02/476.html
https://dblp.org/pid/84/3662.html
https://dblp.org/db/conf/crypto/crypto2012.html#Ben-SassonFO12
https://dblp.org/db/conf/crypto/crypto2012.html#Ben-SassonFO12
https://link.springer.com/chapter/10.1007/3-540-48910-X_22#auth-Ronald-Cramer
https://link.springer.com/chapter/10.1007/3-540-48910-X_22#auth-Ivan-Damg_rd
https://link.springer.com/chapter/10.1007/3-540-48910-X_22#auth-Stefan-Dziembowski
https://link.springer.com/chapter/10.1007/3-540-48910-X_22#auth-Martin-Hirt
https://link.springer.com/chapter/10.1007/3-540-48910-X_22#auth-Tal-Rabin
https://dl.acm.org/doi/10.5555/1756123.1756154
https://dl.acm.org/doi/10.5555/1756123.1756154
https://dl.acm.org/doi/10.5555/1756123.1756154
https://dl.acm.org/doi/10.5555/1756123.1756154

Asynchronous Statistical MPC Landscape

14
e klog(n)

[BKR94]

10

Powers of n

[CP23]

JLS24 + GLS24] Optimal ?

0
1990 1995 2000 2005 2010 2015 2020 2025 2030

Year

JLS24]:Linear-Communication Asynchronous Complete Secret Sharing with Optimal Resilience. Xiaoyu Ji, Junru Li, Yifan Song CRYPTO 2024

GLS24]: Towards Achieving Asynchronous MPC with Linear Communication and Optimal Resilience. Vipul G, Chen-Da L, Yifan S. CRYPTO 2024
CP23]|: Ashish C, Arpita P: On the Communication Efficiency of Statistically Secure Asynchronous MPC with Optimal Resilience. ]. Cryptology 2023



https://dblp.org/pid/40/8319.html
https://dblp.org/db/journals/joc/joc36.html#ChoudhuryP23

Statistical Lower Bounds

Setting Resilience Complexity (O) Security Ref

Synchronous n=2t+ss>0 Passive [DLN19]
n|C]|

Asynchronous n=3t+s,5s>0 S Abort (CDPP25]

Price for Security with optimal resilience!

* The lower bounds hold good for linear (in input size) sized circuits

[DLN19]: Ivan Damgard, Kasper Green Larsen, Jesper Buus Nielsen: Communication Lower Bounds for Statistically Secure MPC, With or
Without Preprocessing. CRYPTO 2019

|CDPP25]: Ashish Choudhury, Ivan Damgard, Shravani Patil, Arpita Patra. Information-theoretic MPC with Constant Communication
Overhead. Eprint 2025


https://dblp.org/pid/07/6242.html
https://dblp.org/pid/43/4040.html
https://dblp.org/db/conf/crypto/crypto2019-2.html#DamgardLN19
https://dblp.org/db/conf/crypto/crypto2019-2.html#DamgardLN19

Statistical Upper Bounds

Setting Resilience Complexity (O) Security Ref

Synchronous n=2t+1 [BEO12] [GSZ20]
n GOD

Asynchronous n=3t+1 JLS24 + GLS24]

BFO12]: Eli B, Serge F, Rafail O.: Near-Linear Unconditionally-Secure Multiparty Computation with a Dishonest Minority. CRYPTO 2012
GSZ20]: Guaranteed Output Delivery Comes Free in Honest-Majority MPC. Vipul Goyal, Yifan Song, Chenzhi Zhu. CRYPTO 2020

[JLS24|: Linear-Communication Asynchronous Complete Secret Sharing with Optimal Resilience. Xiaoyu Ji, Junru Li, Yifan Song CRYPTO24

|GLS24]: Towards Achieving Asynchronous MPC with Linear Communication and Optimal Resilience. Vipul G, Chen-Da L, Yifan S. CRYPTO24


https://dblp.org/pid/02/476.html
https://dblp.org/pid/84/3662.html
https://dblp.org/db/conf/crypto/crypto2012.html#Ben-SassonFO12
https://dblp.org/db/conf/crypto/crypto2012.html#Ben-SassonFO12

Statistical Upper Bounds

Setting Resilience Complexity (O) Security Ref

Synchronous n =2t + O(t)
| GOD (CDPP25]

Asynchronous n = 3t + O(t)

Conjecture: These protocols are tight for all super constant s.

|CDPP25]: Ashish Choudhury, Ivan Damgard, Shravani Patil, Arpita Patra. Information-theoretic MPC with Constant Communication
Overhead. Eprint 2025



Statistical Bounds Summary

Statistical Case almost sorted!

Open question: A tight upper bound for the entire range of s. Especially, our protocol
becomes quadratic when s= constant.



Techn iques H ighll ig]hts~ Verifiable Secret

VSS with
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Optimal
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X
) [s] i

f(x) of degree t

f(x) of degree t+p-1



Techn iques H ig]hdl igh ts- Verifiable Relation
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[Re]

Verifiable

Relation O ptl mada I VSS with

Sharing with Linear

Constant M P C Overhead

Overhead

Verifiable
Relation
Sharing with
Linear
Overhead

23

Re: Multiplication Triple



Techn iq[ues H i.ghll ig]h ts- Extraction of Relation

VSS with
Constant
Overhead

[Re}
t+p-1
[Re]}
Optimal t+p-1
MPC [Re]
crifsble t+p-1
[Re] &
t+p-1
[Re]}




Techn iques H ig]hdl ig]h ts- Degree Reduction

VSS with
Constant
Overhead

Extraction of
Relation with
Linear
Overhead

VSS with
Linear
Overhead

Verifiable Degree
Relation Reduction
Sharing with With
Constant Constant
Overhead Overhead

Verifiable
Relation
Sharing with
Linear
Overhead

Extraction of
Relation With
Constant
Overhead

t 2> 0




]Blure]plrmt & in this talk...

Beaver Triplet Generation [a] [b] [C] _
(random and unknown to adv)

mptoticall ipl ion
Asymptotically free triple extractio “Spandard”
|ChoudhuryPatral4,ChoudhuryPatral?]

O(n)/multiplication gate

Multiplication Triplet with a Dealer [a] [b] [C]

(random and unknown to adv if D is honest)

/N

Weak Binding

AVSS (Sh, Rec) AVSS

[a] [b] [c]

O(n) per secret
|Choudhury-Patra-Rangan2010]

[DPPR25]

TO pI’OVe ab=C Asynchronou

perfect linear

O(n) per triple overhead
with optimal [AAPP~EC24]

O(1) per secret resiliency

O(1)/multiplication gate




Pertect Asynchronous MPC with Linear Overhead [AAPP24]

Theorem 1.1 (Main Result). For a circuit with C multiplication gates and
depth D there exists a perfectly-secure, optimally-resilient asynchronous MPC
protocol with O((Cn + Dn? + n®)logn) communication complexity and O(D)
expected run-time.



MPC with Constant Online Overhead |[]D)]P’]PR25, (C]D)P]P)25]

Theorem: There exists an asynchronous perfect MPC with n > 4t parties and a constant
communication overhead in the online phase.

Theorem: There exists a synchronous perfect MPC with n > 3t + O(t) parties and a constant
communication overhead.

+ Theorem: There exists a synchronous statistical MPC with n > 2t + O(t) parties and a
constant communication overhead



Asynchronous VSS (AVSS)




Asynchronous VSS (AVSS)

Dealer
Sharing Phase

Reconstruction Phase

2 B




Asynchronous VSS (AVSS)

Security Requirements

Validity:
[f the dealer is honest, then the protocol must terminate;

At the end of the reconstruction phase, all honest parties must output S

Secrecy:

The view of the adversary in the sharing phase is independent of S

Binding:
The view of the honest parties at the end of the sharing phase

‘ ‘ / X I .
uniquely define some secret S° and reconstruction of §° is guaranteed



Wealk-=B funudlfumg AVSS

Security Requirements

Validity:
[f the dealer is honest, then the protocol must terminate;

At the end of the reconstruction phase, all honest parties must output S

Secrecy:

The view of the adversary in the sharing phase is independent of S

Weak Binding:
The view of the honest parties at the end of the sharing phase

' ‘ / . /I .
uniquely define some secret S and reconstruction of §° is NOT guaranteed



Constant Overhead: ]Packilmg and Batch mg

Packing: In ONE instance pack MANY

Instead of a t X t bivariate polynomial 0 2
Choose (t +t/2) X (t + t/2)bivariate (Tl ) secrets

Batching: For MANY instances, do ONE broadcast

Run n? instances in parallel - use one broadcast for all X nZ
Amortize broadcast cost

0(7’14) communication 0(714) secrets



Pair-wise Consistency Graph

S(1,4)

S(2,4)

S(3,y)

S(3,4)

S(4,4)

S(5,4)

(t+t/2,t+t/2) degree F(x,y)




Doing it Efficiently: STAR instead of Clique
D

C

(C,D) — STAR ®
e [Cl=2t+1 ®
« DD2C|D|=3t+1

Such that V¢ € C, d € D there is an edge (C¢,d) ®

If there 1s (3t+1)-clique, then poly-time algo for finding STAR [BCG, Canetti]!



For (t+t/2, t+t/2)-degree S(x,y)

S(1,y)

S(2,y)

S(3,y)

S(5,y)

C
D
C
Agree on a (C,D)-STAR

C, |C| =2t+1, NO LONGER
ensures commitment with just t+1
honest parties



A\ 1b>[i<g S AR

(C,D) — BIG — STAR
e Aclique C ofsize = 2t + /2 + 1 @
e Aset D 2 ( ofsize = 3t + 1

e Such that V¢ € C,d € D there is an edge

(c.d)

NO POLY Time algo known &



Main Idea:

Bivariate = Trivariate

|[ApplebaumKachlon24]

Benny Applebaum, Eliran Kachlon: Conflict Checkable and Decodable Codes and Their Applications. SODA 2024:



https://dblp.org/pid/234/9410.html
https://dblp.org/db/conf/soda/soda2024.html#ApplebaumK24
https://dblp.org/db/conf/soda/soda2024.html#ApplebaumK24

Use (t+ t/2, t+t/2, t+t/ 2)=dleg1ree S(x,y,z)
Make graph similarly

Deg: 3t+t/2+1 Deg: 3t+t/2+1

3t+1 common neighbors

|[ApplebaumKachlon24]




More in details..

S(X’Y’l) =
S(x,2,1)




Bind illnlg
then

Deg: 3t+t/2+1

Big-STAR (C=2t+t/2+1, D=3t+1) Dense graph= 3t+1 such parties

Each implies a clique of t + /2 4 1 honest pair-wise parties



Honest Dealer
then

Deg: 3t+t/2+1

1 honest party P must have degree
at most 3t+t/2.

Big-STAR (C=2t+t/2+1, D=3t+1)
P has t/2+1 corrupt non-neighbors

Run STAR-tinding Consider the graph excluding these



MPC with Constant Online Overhead |[]D)]P’]PR25, (C]D)P]P)25]

- There exists an asynchronous perfect MPC with n > 4t parties and a constant communication
overhead in the online phase.

- There exists a synchronous perfect MPC with n > 3t parties and a constant communication
overhead.

+ There exists a synchronous MPC with n > 3t parties and a constant communication
overhead



Constant Overhead Online ]phalse

f(’p+1) Sp-1
f(-1 S S

o [A] [B] [C]
£(0) So

f(1) [X] [Y]

[X-A]  [Y-B]

£(2)

£(3) Reconstruct with constant overhead

3
[S] t+p-1
£(5)

f(x) of degree t+p-1



Reconstruction or ]Degr«ee=1r<e>dlu«cti@1m Assume semi-honest /

f(-p+1) f(-p+1) synchronous
£(0) £(0)
| (S].7 51, o(1)
£(1) Asynchronous or
malicious?
£(2) g(2)
(3) 2(3)
S
f(5) 2(5)

t(x) of degree t+p-1 o(x) of degree p-1



Two Degree Reductions

[Al, [B], [C] XAl ot > KAl
[ X], 1Y]
t+p-1 Y-B] t+p-1 — > [Y-B] p-1
[(X-Al o1 [Y-B] o1t XA o1 B] ol T [Y-A] o1 Al . |C] t+p-1



Malicious Reconstruction or ]D)eglree-lredlurction

t+1 n n
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Arpita Patra,_

arpita@iisc.ac.in




Malicious Reconstruction or ]D)eglree-lredlurction

J
t+d 4 Resharing with &
n f(-p+1) §(-
f(-p+1) f(-p+1) fw < smaller degree § (p+1) £ p+1)
~ - 0 t0) {0
0 £ 8 S )
£(1) £(1) o % g(1)  g(1)
£(2) » 2(2) o(2)
o o
f(3) £(3) =1 5 88 g0
3 o
3 3
< E
S -
£(5) £(5) - — 3 g(5) g(5)
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