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Poly-time adversary

* Completeness: Vx € L, the honestly generated proof is accepted.

* Soundness: forany x & L, and any efficient adversary, the cheating
proof should be rejected. (Non-adaptive)
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| |
| |
i Barrier [Gentry-Wichs’11]: i
| Impossible from falsifiable assumptions, |
| unless reduction time > 2mintxl Wi}, |
| |
| |

(Caveat: require adaptive soundness & black-box reduction, and there are ways around it
[Waters-Wu’24ab, Waters-Zhandry’24, Mathialagan-Peters-Vaikuntanathan’24])
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Our Results (l) [J-Kalai-Lombardi-Vaikuntanathan’24]

SNARGs from learning with errors (LWE) for NP languages that have a poly-size
propositional logic proof of non-membership, with uniformly random CRS, where
* Proof size = poly(A)
 CRS size = poly(logic proof length, A)

(Construction doesn’t need to use the logic proof.)

Propositional Proof of Non-Membership

V x & L, there exists a poly-size propositional logic proof of C(x,-) = 0.

[C: relation circuit for L]

Will show Result (Il): Can be secure for NP, under stronger assumptions.
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Completeness

Forany x,w,if C(x,w) = 1, and q is honestly generated, and i is honestly generated,
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(C(x,w) =1Aqg=G(x;r) AT = P(x,w,q)) s Vxmr) =1
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a+b=>b+a All have poly-size &F proofs! In ‘
a-(b-c)=C(@-b) -c < — 'I_ 3

a-(b+c)=a-b+a-c
Parikh’71, Cook’75, Buss’86, ...

From Proof Complexity: a ‘library’ of formulas with poly-size EF proofs!

3. We can concatenate poly-size EF proofs for each step!
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Landscape of SNARGs from Standard Assumptions

SNARGs for NP
Require iO

Result ll: Universal SNARGs for NP from “Witnhess
Encryption/dv-SNARGs” [JKLM’25]

Result I: SNARGs from LWE via
EF -proof of non-membership [JKLV’24]

From Learning with Errors/DDH/QR...
for subclasses of NP: P, Batch-NP, Monotone-Batch-NP.
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“Non-black-box use” of
mathematical claims

Non-black-box use of
functions, i.e. use their circuits

IO for TMs via proofs of equivalence [Jain-J’22]

Succinct iO via propositional proofs
[Jain-J-Mathialagan-Paneth’25]

SNARGs via propositional logic proof of non-

membership [JKLV’24]

SNARGs for NP via the correctness proofs of

witness encryption/dv-SNARGs [JKLM’25]

Open Question: Are non-black-box techniques
necessary”?

Many examples:
FHE, garbled circuits,
zero-knowledge, ...

Impossibility? : Black-box separations
May use model theory, proof complexity...
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Rest of The Talk

SNARGs from LWE for languages that have a poly-

size propositional proof of non-membership
[JKLV’24]

SNARGs for NP from ‘natural’ dv-SNARGs and LWE
[JKLM’25]
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Starting Point: Sahai-Waters SNARG from 10

4 (_CRS ] N
ldea: instantiate this from FHE.

\ '{‘ | y

(x, w) o (signature)

0]

e

o

Verify signature o
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Towards SNARGs from LWE: Replace 10 with FHE

(FHE: fully homomorphic encryption)

( \ * CRSdependsonx
- __CRS N * Designated Verifier

~ (will solve later)
i | :
We need a SNARG! u

FHE(C(x,w)) 1T sk

e Dec and check

whether it’s 1

.

&

Eval.onw

T proves “FHE(C(x, W)) is computed correctly from some w.”
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Recall: BARGs (Batch Arguments)[BHK17,C)J21]

CRS
/ “X1, X5, v, X EL” \
(Q\ E— |
Wy ...,

Wk Succinctness: Accept/Reject

W1,

Proof size = |w;]
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Recall: BARGs (Batch Arguments)[BHK1 7,ClJ21]
CRS(l ) =,

i* € |k]: anlndex

D - &

- { Somewhere Argument of Knowledge } N

Extract(td, m):
Proof is accepted = Extract(td, r) outputs a witness for i*-th instance
\. Y

[ Can be generalized to a subset of indices I C [k] J
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Applying Hash-and-BARGs

[ homomorphic evalon w )

CRS = FHE[ C(x,") |

s

FHE(C(x,w)) TT h @
-

o

Merkle hash

ciphertexts of wires
(consistency)

:

BARG 7 proves “V gate g, 3 local openings py, p,-, p, Of
ct;, ct,, ct, w.r.t. h, and ct, = Eval(g, (ct;, ct,))”

|
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Applying Hash-and-BARGs

( homomorphic evalonw | CRS = FHE [C(X,)J

o

s
s

How to Prove the Soundness?

BARG = only part of the evaluation is correct

FHE(C(x,w)) TT h

I

@
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| ifxe¢l | | ifxel |

Break NOT break
eduction | — s |\WE Reduction | & WE

(Soundness)

Reduction seems need to “know” whether x & L orx € L.
(Gentry-Wichs: formalize this intuition (with caveat))

If the reduction runs in 2/"!-time = FHE security parameters > |w|
Not Succinct!

(poly-time reduction?)
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Rest of The Talk

SNARGs from LWE for languages that have a poly-

size propositional proof of non-membership
[JKLV’24]

Our Approach
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Recall: Efficient Reduction via Logical Proofs
[Jain-’22]

Poly-size Extended Frege proof of C(x,) = 0

$

C1 C> C3 Cpoly

C(x,) A A 0

w \ /

\ /

Adjacent pair of circuits are almost the same,
except for a O(log n) size sub-circuits of the same functionality.
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Recall: Efficient Reduction via Logical Proofs

[Jain-J22]
Poly-size Extended Frege proof of C(x,-) = 0
Poly. number of hybrids
AL
4 A\
zc z(;
C: C, A C, M 0
\ /

AN Z

Jain-J’22 realizes “puncturing argument” using iO.
Canwe do it from LWE?
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Our Approach: Puncturing Argument via FHE
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Our Approach: Puncturing Argument via FHE

~

J

- (__CRs ]
Add another FHE FHE{ AJ FHEZ{ AJ
. C C’
:E!;i CT; CT,
1 hl %) hz

-

.

Lemma: Puncturing Argument

{
7 -

skq, sk,

~

If C and C’ are almost the same except for a functionality equivalent O(log n) sub-ckt,
then Dec(sk,, CT,) = 1 whenever Dec(sk,,CT,) = 1, assuming poly-secure BARG.

J
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Recall: Puncturing Argument

- (_CRs ] N
FHEl[ AJ FHEZ[ AJ
. C 7
& CT, CT, %
G T2 skq,sk,

If C and C’ are almost the same except for a functionality equivalent O(log n) sub-ckt,
then Dec(sk,,CT,) = 1 implies Dec(sk,, CT,) = 1, assuming poly-secure BARG.
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1. Inductively prove that the corresponding wire values “below” the sub-
circuits are identical whenever extracted from the BARGs.
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Proof of Puncturing Argument (Oversimplified)

3. Inductively prove that the corresponding wire values “above” the sub-
circuits are identical whenever extracted from the BARGs.

’@su b-circuits via BARGs, and A

prove their output values are identical.

1. Inductively prove that the corresponding wire values “below” the sub-
circuits are identical whenever extracted from the BARGs.
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Construction So Far

o

/

.

([ CRS ]

FHEl[ C(x,-)J FHEZ[

CT, CT,

BARG T h

Issues:
* CRSdependsonx
* Designated Verifier
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Achieving Public Verification: Move C out of FHE
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C .
() BARGm h

w

m : also include “each gate in C(x, ) is computed correctly”. ]
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Achieving Public Verification: Move C out of FHE
( vRandom CRS!

. CRS | X
.
FHEl[ J FHE, J
\_
\ J .
cT,  CT, f % ’/
C(x,)
BARGn® h
Publicly Verify i

w

m : also include “each gate in C(x, ) is computed correctly”. ]
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)

CT, CT,

Y NIV N

J

o

P(X, W) \/)
intermediate wires
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g w

J




36

Summary: Encrypt-Hash-and-BARG

o

P(x,w)

\

CT, CT,

Y NV N

intermediate wires
C(x,)
1\ w J

FHEZ[ m

CT,,CT,, h, m

—

h, m : Hash-and-BARG proof
for the entire computation.
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SNARGs from LWE for languages that have a poly-

size propositional proof of non-membership
[JKLV’24]
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Rest of The Talk

SNARGs for NP from ‘natural’ dv-SNARGs and LWE
[JKLM’25]
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Recall;: Main Result

Universal SNARGs for NP

There exists a universal construction of SNARGs for NP, assuming

* learning with errors (LWE) and

* the existence of a 2-round argument for NP with a succinct prover’s
message, and the completeness has a poly-size EF-proof.

& S

—_—

[Soundness: Non-adaptive soundness, CRS: Transparent]
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Recall: How we Prove Soundness Just Now

Size-f EF proof of Vw C(x,w) = 0

¥

Hybrid 1

— Hybrid 2 —>

Hybrid ¢
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Towards SNARG for NP

For NP, we only know a 2!%!-size EF proof:
(enumerate all possible w, and check the NP relation)

¥

Hybrid1 | —> | Hybrid2 | —> Pt
We need to set FHE security parameter > [w|! )

= Lost succinctness
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Key Idea: Short-Cut EF Proofs Using Crypto

Hybrid 1

|>

Hybrid 2

—_

A hybrid using crypto!

X

Completeness

Hybrid i

(L\ﬁ/)
& N

-

Hybrid i+1
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Key Idea: Short-Cut EF Proofs Using Crypto

] ] e.g.: Soundness of 2-round Argument
One interpretation:

“Cryptographic” proof & < S
of non-membership —> \J

A hybrid using crypto! %)
Hybrid 1J —> | Hybrid 2 | =+ —>»| Hybrid i Hybrid i+1 | --- =—>|Hybrid Poly
Completeness Completeness

Poly number of hybrids!
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Proving Soundness: Super High Level|p =

(Inside CRS (FHE encrypted)\

out
V

C(x,)

Poly-size EF proof of completeness
i.e.Ifout =1thenb = 1.

., Contrapositive

Ifb = 0,thenout= 0

J

x el Soundness of (P,V
Hybrid 1 r\

Hybrid 2:
BARG.Extractm, b =
b =20

Hybrid poly:
— . —> out = 0

(Soundness Proven)
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Summary of Results

* SNARGs for NP languages that has propositional proof of non-
membership

* SNARGs for NP from Witness Encryption / dv-SNARGs + LWE.

(assuming statistical)

 Universal construction
* Imply SNARGs for NP from evasive LWE + LWE.

There are more results in the paper.
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* SNARG for NP?

* Adaptively sound SNARGs from withess encryption?
How to apply Waters-Wu’s technique?
* SNARGs from any dv-SNARGs/witness encryption,
without any proof complexity constraint?

* |s the condition of poly-size £EF proofs necessary? Impossibility?
* Related to a better understanding of Gentry-Wichs

[Chen-J’25] Extend GW to 1-query reductions in the non-adaptive setting,
assuming a short CRS.
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