Distortion-free mechanisms for
language model provenance

based on joint work with Sally Zhu, Ahmed Ahmed, John Thickstun, Tatsu Hashimoto, and Percy Liang
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Prompt: Give me a list of 20 movies.

5. The Lord of the Rings: The Fellowship of the Ring

6. The Lord of the Rings: The Two Towers

/. The Lord of the Rings: The Return of the King

8. The Imitation Game

9. The Matrix Model: Alpaca 7B
10. The Matrix Reloaded (hash-based watermark)
11. The Matrix Revolutions

12. The Lord of the Rings: The Animated Version

13. The Lord of the Rings: The Angmar Wars

14. The Lord of the Rings: The Angmar Wars Il

15. The Lord of the Rings: The Angmar Wars ll|
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Model independence testing

Can a third party infer the relationship between two models from their weights?



Model independence testing

Can a third party infer the relationship between two models from their weights?

v T 7

s % %




Model independence testing

Can a third party infer the relationship between two models from their weights?

S % > 2

l

s % %

Independent Dependent




Provenance via independence testing

%

<o\
— - 5

= ¥




Assumptions on training

A : 0O — Ois ll-equivariant if 7(A(6,)) = A(x(b,)) forany , € ® and = € 1.



Assumptions on training

A : 0O — Ois ll-equivariant if 7(A(6,)) = A(x(b,)) forany , € ® and = € 1.

u € P(0O) is Il-invariant if we have u(6,) = u(a(6,)) for any 6, € ® and = € I1.



Assumptions on training

A : 0O — Ois ll-equivariant if 7(A(6,)) = A(x(b,)) forany , € ® and = € 1.
u € P(0O) is Il-invariant if we have u(6,) = u(a(6,)) for any 6, € ® and = € I1.
Example (2-layer MLP):

0 = (Wl’ Wz), 7[(9) — (Wzﬂ'T, ﬂ'Wl)

£(x;0) = Woo(W,x) = Worlo(aW,x) = fix; 2(0))
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Empirical validation
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What about robustness to adversaries?

Easy to break our tests by permuting hidden units.

Can we design a test with non-trivial robustness?
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MLPs with gated linear units (GLUs) [DFAG'17; Sha'20]

Standard: 0= W, W,) f(x; 0) = Woo(Wx)

GLU: 0= (W, W,W)  fx;0) = Wya(W,x) © W,x)
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Matching activations between models

0=W, W, W)  fx;0) = Wia(W,x) © W,x)

o' = (W, W, W)

¢(0,0’) = spearman-pval(match(W, X, W, X), match(W, X, W X))

;_I__I;T_I
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Empirical validation: recall

Goal: robustness to output-preserving transformations.



Empirical validation: recall

Goal: robustness to output-preserving transformations.

But how do we exhaustively enumerate these transformations? [ZZWL'24]
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Crazy idea: let's retrain each MLP from scratch (by distilling activations)

We found ¢ remains (very) small after doing this...

...but not after retraining the entire Transformer model.
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